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User Manual Industrial Gateway IE-UGW-2TX-xRS232/485

Communications Device

Important Notes

Please read all the information in this manual before installing the product.
The information in the manual applies through Industrial Gateway Version
1.00.nn, where nn is the build number.

This manual assumes that you have a full working knowledge of the relevant
equipment.

Notice

The product described in this manual is useful in a wide variety of applications.
Therefore, you and others responsible for applying the product described
herein are responsible for determining its acceptability for each application.
While efforts have been made to provide accurate information within this
manual, Weidmuller, Inc. assumes no responsibility for the accuracy,
completeness, or usefulness of the information herein.

Under no circumstances will Weidmuller, Inc. be responsible or liable for any
damages or losses, including indirect or consequential damages or losses,
arising out of either the use of any information within this manual or the use of
any product referenced herein.

No patent liability is assumed by Weidmuller, Inc. with respect to the use of
any of the information, or product referenced herein.

The information in this manual is subject to change without notice.

Limited Warranty

We warrant to you that, for a period of 60 days after delivery of this copy of the

Software to you:

1. The physical media on which this copy of the Software is distributed will
be free from defects in materials and workmanship under normal use,

2. The Software will perform in accordance with the printed documentation
distributed with it by us, and

3. To the best of our knowledge your use of the Software in accordance with
its printed documentation will not, in and of itself, infringe any third party’s
copyright, patent, or other intellectual property right.

To the extent permitted by applicable law, THE FOREGOING LIMITED

WARRANTY IS IN LIEU OF ALL OTHER WARRANTIES OR CONDITIONS,

EXPRESS OR IMPLIED, AND WE DISCLAIM ANY AND ALL IMPLIED

WARRANTIES OR CONDITIONS, INCLUDING ANY IMPLIED WARRANTY

OF TITLE, OF NONINFRINGEMENT, OF MERCHANT ABILITY, OR OF

FITNESS FOR A PARTICULAR PURPOSE, regardless whether we know or

have reason to know of your particular needs.

No employee, agent, dealer, or distributor of ours is authorized to modify this

limited warranty, nor to make any additional warranties.

No action for any breach of the above limited warranty may be commenced

more than one (1) year following the expiration date of the warranty.

If implied warranties may not be disclaimed under applicable law, then ANY

IMPLIED WARRANTIES ARE LIMITED IN DURATION TO 60 DAYS AFTER

DELIVERY OF THIS COPY OF THE SOFTWARE TO YOU.

Some states do not allow limitations on how long an implied warranty lasts,

so the above limitation may not apply to you.

This warranty gives you specific legal rights, and you may also have other
rights which vary from state to state.
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Limited Remedy

Your exclusive remedy in the event of a breach of the foregoing limited
warranty, TO THE EXCLUSION OF ALL OTHER REMEDIES, is set forth in this
paragraph.

In such event, you shall return all copies of the Software to us and pay for
shipping; you must include a dated proof of the date on which this copy of the
Software was delivered to you, such as a copy of your dated receipt or invoice
for this copy.

We will, at our option, either (i) ship you a replacement copy of the Software on
non-defective physical media at our expense or (ii) refund your license fee in
full.

Trademarks

Microsoft and Microsoft Windows are registered trademarks of Microsoft
Corporation.

The Encompass logo, ControlLogix, and RSLinx, are trademarks of Rockwell
Automation.

Other brands and their products are trademarks or registered trademarks of
their respective holders and should be noted as such.

2 www.weidmuller.com


Jennifer Craig
@NicoleRiggle Looks great!


User Manual Industrial Gateway

IE-UGW-2TX-xRS232/485
Communications Device

www.weidmuller.com



Table of Contents

IMPORTANT NOTES ..ot it sss s s s s s s eas s s s s e e e e a e £ ae £ S ea e £ aE S £ AE £ AR e £ aE £ SR e EAE £ A AE £ AR SRR RS e AR S S AE £ R RS S eae S e R e ReRn e e nean e e s nennns Il
CHAPTER 1 INDUSTRIAL GATEWAY OVERVIEW......coootiiiiiiiiiiiiicsssmnereeesesssssssssssssssnsssssssesssssssssssssnssssssssssssassssssssssnssssssnssns 11
SECTION 1.1 START HERE ... oottt ettt ettt ekt e e h et e bt e o2 et e bt e oAbt e st e eR bt e eR e e ea b e e eE e e eateeeh et et e e emee e beeemeeebeeanbeeaneeennis 1-1
SECTION 1.2 INDUSTRIAL GATEWAY OVERVIEW........i ittt ettt sttt ettt e et et e e tees e et e am e e eteemeeeneeneeaneeaseameeaeeaneeaneeesaneensens 1-2
CHAPTER 2 INSTALLING THE INDUSTRIAL GATEWALY. ......cuiiiiiiiiiiiiissssnnsrnrssesssssssssssssssssssssssssssssssssssssmssnssssssssssnssssssnn 21
SECTION 2.1 HARDWARE SPECIFICATIONS ...ttt ettt bttt e e et e e b et et e e ket 2 b e e ehe e o2kt e eaeeea bt e eheeembe e ambeebeesabeeabeeenneenteas 2-1
SECTION 2.2 SERIALPORTPINOUTS.. ...ttt ettt sttt ettt ettt ettt 2 e e et e m e e 1ae e et 1o e 2 et 1R e e £t ee e e b e ee e et e e m bt eh e e et eme e et emeeeneenneaneeneeanees 2-4
SECTION 2.3 GETTING HARDWARE AND SOFTWARE INFORMATION. ..ottt ittt eeee et eee et e eneeeneaneesneaneeeneeneas 2-4
SECTION 2.4 VIEWING SERIAL LED OPERATION ...ttt ettt ettt ettt se et ss e e ste et e se e em et e b e et eh e e teame e teem s e eneemseaneeaneeneeaneenees 2-6
SECTION 2.5 VIEWING OLED INTERFACE INFORMATION. ...ttt ettt sttt sttt e st ese et st eae e e s e et s e eneemeeaneeeeaneeneeanees 2-6
SECTION 2.6 GENERAL PUBLIC LICENSE INFORMATION........ciittiutiiti ettt sttt ettt ettt et ese et ame e st et e st e eeaneeneeaneesneennens 2-7
S =02 N[O\ I A N €1 PSSO U SRRSO 2-7
SECTION 2.8 LIMITED WARRANTY ... tiiiiiiiiiitite oottt e ettt e e e ekttt e e e s e sat e e e e e e s ntae e e e e e e s b eeeeeeeansseeeeeeeaassseeeeeeansseeeeeeeanssseeeeeeannsseeeeesanssneens 2-8
CHAPTER 3 USING THE INDUSTRIAL GATEWAY INTERFACE .......... e isscsssssnrrse e s s s ss s smssns s e s e e s ss s s s nsnnns 31
SECTION 3.1 LOGGING ONTO THE INDUSTRIAL GATEWAY USER INTERFACE.........cccoiiiiiiii it cieeeie et 3-1
SECTION 3.2 ABOUT THE INDUSTRIAL GATEWAY USER INTERFACE WINDOW .......coitiiiiiiiieiieeiee et 3-3
3.2.1 Industrial Gateway USEr INEITACE TIHE Bar..............ooo oottt e e et e e e e ettt e e e e ettt e e e e e naeeeeeeaaanneeeeaeeaannaeeens 3-3
3.2.2 Industrial Gateway USEr INtEITACE MENU BT ................c..ueueei ittt e et e e e e et e e e e e e bt e e e e e aaasa e e e e e s easbeeeeeseassneeaeeeannsseeens 3-4
3.2.3 Industrial Gateway USEr INTEITACE WOIK AFGQ ............cuui oottt ettt ekt et e et e et e e e s 3-5
SECTION 3.3 CONFIGURING DEVICES ...ttt ettt ettt ettt ettt e et e ekt e a bt e eE et et e e ea e e o2t e e eme e e beeem et e abeeembeeneeenbeeaneeenneennnas 3-5
BT T Vo o [T D=1/ (o= S PSRRI 3-7
BRI 1 [ 1 g o L=/ (o= S 3-13
3.3.3 DEIBLING DEVICES. ...ttt etttk a ko4 h e h bRt e Rt oAbt bR et e oAbt e e b et e e e bt et e et nane s 3-13
3.3.4 TESENG DEVICE CONNECLIONS. ... ....oeiiiieee ettt oo oottt e e e e o s ettt e e 2o e Rt e et e e e e e s e ee e e e e e e neeeeee e e e nbe et e e e e e nneeeeeeeannaeeeaeeaannnneeaens 3-15
3.3.5 EXPOrting DEVICE @NA TAG DALA...........ccoieeie ittt ettt e et e sttt oo e bt e ekt e e a et e e 1a b e e e bt e e nt e e et e et e e e e s 3-16
B TR N G I Vo o [T R - To 1 RSP EEP SR 3-18
TR I AV (oY 1% gL I = Vo £ TSSOSO PRSPPI 3-21
RSl D= 1= 1T I = o K S O PRSP U PR OPPRO 3-22
BTG IR I 0T o o I - o 1R 3-23
B R LI = oo 1o N - To £ PSR OPS 3-25
SECTION 3.4 CONFIGURING TAG MAPS ...ttt ettt ettt e h et e st e o2t e e s bt e ehe e e te e ee bt e e b e e emte e ebeeenteeaseeenteeeneeenbeeaneeenneeanee 3-26
I W Vo o [T B - To [ T o X RSOOSR ORI 3-28
B 1 Lo 1 [ o N = Yo = T o1 R 3-31
BRI D= = g o - o 1V = o X PP PROPS 3-32
B ey (oTe g1 [ o B E=Te [V = o SRR EER TR 3-33
R R Yo 11V 11T B = To I 1 =T o LT PR UU U TSPPPRPNE 3-34
B.4.6 VIEWING LIV TAG MAPS.........oeeee e ettt e e ettt e e e e ettt e e e e s ats e e e e e e asbe e e e e e s stseeeee e e s sseeaee e e ssseeeeeeaanbaeeeeeeessseeeeeeesssaeeeeesnnsnnen 3-35
SECTION 3.5 IDENTIFYING THE INDUSTRIAL GATEWAY ...ttt ittt ettt ettt et e e bt e e e e sseeanbeesmeeenbeesnbeeseesnbeeaneeenneeneeas 3-39
SECTION 3.6 CONFIGURING NETWORK SETTINGS FOR THE INDUSTRIALGATEWAY ......oiiiiieitiie ettt 3-40
SECTION 3.7 CONFIGURING SERIAL COMMUNICATIONS SETUP ......oiiiiiiiiti ettt ettt ene e 3-42
SECTION 3.8 CONFIGURING TIME SETUP FOR THE INDUSTRIAL GATEWALY ..ottt 3-44
SECTION 3.9 CONFIGURING INDUSTRIAL GATEWAY OPERATIONS. ...ttt ettt ettt see e sneeeesnee e 3-46
3.9.1 Rebooting the INAUSEIAI GAEWAY .............oeoeeiiiieiie ettt oottt e e e e ettt e e e e e et e e e e e e e sbeaeeeeeessaeeeeeeasssaeeeeeesbaeeeeeeesssaeaeeesnssneeas 3-47
3.9.2 Backing Up INAUSTIIal GAIEWAY DALA.............ooieeiiiieeee ettt ettt e e bt e ettt e st e et e e et e e e s e e e e treenaee 3-48

www.weidmuller.com



IS IR B o To =1 o I 4 11z = PSR P PR RS .3-49

3.9.4 Resetting the Industrial Gateway to Default CONfIQUIALION..................cccuueiee i ittt e e e e et e e e st e e e e st ee e e e s e eanees 3-51
3.9.5 RESIONNG GAIEWAY DALA............eoi ittt e oo oottt e e e oo ae et e e e e e e a e e et e e e e e s eeeeeee e e nseeeeaeeanbaeeeeeeaanneeeeaeaaanneeeaaaann 3-53
GRS G U/ ol = o] 1ol 0] (o0 LTSRS 3-55
SECTION 3.10 CONFIGURING SECURITY SETUP FOR THE INDUSTRIAL........oiiiiiie ittt e 3-56
3.10.1 AQGING MAC AQUIESSES........eeeeeeeeeeee ettt e oottt e e e e ettt e e e e aattee e e e e e st teeeee e e sseeeeee e e sssseeeeeeaasseeeeeeaasssseeeeeesnsssneeeesansseeeeeeannes 3-58
3.10.2 MOQIfYING MAC AQUIESSES. ......neeeeeeee ettt et e et e e e ettt e e et ee et eeeeamte e e e neeeeaseeeeanteee e neeeeamaeeeenteee e nseeeanseeeeseeeeanseeeanseeaeanaeaeanes 3-59
O ORI =T =T o To [ Y O Y (o = XY= PRSP 3-60
SECTION 3.11 VIEWING DIAGNOSTICS, STORAGE, AND TRACE INFORMATION.......oiitiiitiieeiie ettt 3-61
SECTION 3.12 TRACING DATA ettt ettt ettt ettt h e o2 bt e bt e 42 bt 44 h et oa bt e 1h et 2 b e e A H b4 4kt eeh st e ket e a bt e bt e e bt e ebe e ea bt e eaeeenb e e s sbeebeenaneen 3-62
BT D2 W Vo [o [ To I B T I = Lot = R D - OO RRPP 3-63
3.12.2 MOQITYING DA TIACES. ... ittt ettt h oot e ekt ekt oo e bt o2 ket e ookt e oottt e e bt e e e ee e e e e a bt e e n e e e e neb e e e e tneenane s 3-65
3.12.3 DEIEHNG DALA TIACES ......uuuuueeeeeeeeieeeeee e e e e e e oottt ettt et e e eaeaeaeaaeeeeaeaeaesaaa s s s s asasstsseseeeeeeeeeaeaeaeaaeeeeeeaeaeaaannnsssssnssssnsnnnnnaneeeaeneens 3-66
P Do gl (o Lo [ ol D - I - 1o X PSPPSR 3-67
3.12.5 Viewing Downloaded Trace Data Data. ..............cocuueee ittt e oottt e e e ettt e e e e e n ettt e e e e e ntae e e e e e aanneeeeaeaaanneeeeaaans 3-68
SECTION 3.13 CHANGING PASSWORD ...ttt ettt ettt e e bt s et be e ea bt 41k e £ e st e eh et e b e e eae e e bt e e e bt e bt e et e e ae e et e e sbeeenn e e e 3-68
SECTION 3.14 VIEWING SYSTEM LOGS INFORMATION ...ttt ettt ettt b et e b et sae et naeeenne e 3-68
SECTION 3.15 VIEWING ERROR LOG DATA . ...ttt ettt ettt ettt ettt e ke e et ekt e ea et e bt e o2 £t e bt e en bt e eheeamteeah b e enseeembeeabeeeneeenbeeanseenbeenbeens 3-69
SECTION 3.16 VIEWING ENGINEERING LOG DATA .. oottt ettt sttt ht e ea bt s b et e bt e bt e et e e ehe e e bt e eae e e bt e eme e e b e e snbeenneennbe s 3-71
SECTION 3.17 VIEWING THE REBOOT LOG ..ottt ettt sttt ettt ettt st ekt et sh et e bt e et et e e ean e e be e e e e e eneeeeee 3-77
SECTION 3.18 VIEWING HELP INFORMATION. ..ottt ettt sa btk e st ekt e b e e bt et e e ehe e e s bt e e ae e aabe e smbeebeesnbeeabeeenneeneeas 3-76
CHAPTER 4 TECHNICAL REFERENCE..........cooiiiiiiiimirirsss s ss s ssmss s s s s s s n s smamn s e s e e e e e e s s e nmnmnnnn e e e e s eessnnnsnnnn 41
SECTION 4.1 INDUSTRIAL GATEWAY MESSAGES. ... .ottt ettt ettt et s et e bt e s s et e ae e s e bt e eseeembe e et e e enseeeseeeteeaneeebeeaneeeneeaneas 4-1
SECTION 4.2 CONCEPTS. ...ttt ettt sttt e et e e et ekt eea et ekt e eate e bt e ea bt e emeeeabeeeR s e easeees bt e s eeeebe e b e e emee e beeemeeeaneeenbeeeneeanteeannenn s .4-13
SECTION 4.3 ABOUT COPY TRIGGERS ...ttt et h bbbtk e e a bt b et e st e e bt e bt e ae et e s st e e bt e st e e beene e et e 4-15
SECTION 4.4 ABOUT BIT COPYING OPERATIONS. ... .ottt sttt ettt ettt ekttt e bttt e bt et esae e eab e e sbeeebeenane e 4-15
SECTION 4.5 ARRAY LENGTH LIMITS ... ettt ettt ettt h et h e 2t £ 1t e 22 bt a1 h bt ekt e e b bt e ke e e e bt e b et emb e e be e et e e abeean bt e saneanbeenneens 4-18
SECTION 4.6 S7-1200 AND S7-1500 MODBUS TAG VALUES APPEAR IN WORD-SWAPPED ORDER IN LIVE TAG
WIEWVER . .. ettt ettt b et h e o244 H e oa bt 44 H e 42t e e A H et £t £ e 1hE £ 4R £ e £ R e 4R £ £ e e e 4R e €4 AR £ 4R et oA e e R et e b e e eh et et e et e b e na e bnenne et 4-18
SECTION 4.7 ABOUT READ/WRITE TAG ERRORS ... .ottt ettt ettt et st b e ekt ekt e eae e e bt e e a b e e bt e en b e e aaeeenbeesneeennee e 4-19
SECTION 4.8 ABOUT DATA TRAGCGES. ...ttt e et et bt a ek e e bt e bt et e e bt e bt e e et e e bt e sa bt e be e et e nbeennneenenn 4-20
SECTION 4.9 ABOUT GATEWAY FILE EXPORTS ...ttt ettt ettt ettt ettt et e e s 1t e e bt e e s bt e et e e emb e et et enteeabeeenbeeeneeenbeeaneeenbeeaneens 4-20
SECTION 4.10 ABOUT TESTING DEVICE CONNEGCTIONS ... ..ottt ettt ettt nab et e it ees 4-21
O O I 0 (0o ) OSSPSR 4-22
SECTION 4.11 CONFIGURING TAG DATA TYPES. ...ttt ettt bttt b e h e b et e bt et e bt e e bt e sbe e et e e saneenee e 4-23
SECTION 4.12 PROTOCOL ATTRIBUTE LIST ...ttt ettt ettt ettt ekttt b e bt e bt et e e e e e b e neneene e as 4-23
SECTION 4.13 SYSTEM TAGS LIS T ..t tteeiittet ittt ettt sttt e s a et ekt e e s st e b et o2 £ e e ah et 42 bt e 4H et ea bt e 1R b e e be e eh bt e be e amb e e nb et et e e nbeeebeeenneentes 4-24
SECTION 4.14 ENDIANNESS OF TYPES.... ..ottt ittt ettt ekttt oo bt e £ e e h bt e bt e e e bt e bt e s bt e bt e e st e e bt e et e e nbbeebeenane s 4-24
SECTION 4.15 VIEWING SUPPORTED DATA TYPES. ...ttt ettt bttt ettt ettt e bt e st bneane e e 4-26
4.15.1 Viewing Data Types SUPPOEA DY PrOTOCOIS. ...........couiiiiiiieieeeeee ettt ettt ettt 4-26
SECTION 4.16 VIEWING DIRECTNET ADDRESSING....... oottt sttt ettt ettt et st et e st et e neenneean 4-26
SECTION 4.17 TROUBLESHOOTING GATEWAY POWER SUPPLIES........ootiiiiiii it 4-27
SECTION 4.18 TROUBLESHOOTING GATEWAY STARTUP ... ittt ittt ettt ettt e s e e bt e sab e e sbeeaneeesbeeanseeaneeans 4-27
SECTION 4.19 TROUBLESHOOTING SERIAL PORTS ...ttt ettt ettt b et b ettt b ettt e abe et e et e b saneenbe e 4-27
SECTION 4.20 TROUBLESHOOTING GATEWAY USER INTERFACE COMMUNICATION PORTS......ccoiiiiiiieeeeeee e 4-28
INDIEX ... .ottt h ettt e bttt e h e s b e ekt e E e eh £t e b e e ehE e e R £ e eR e e e ke e ea et e R et e R £ e Re e oA R e e eh et ea bt e ee et e Rt e ehn e e b e e nan e e e be e eaneenbe e e reenaeean I-1
5

www.weidmuller.com



User Manual Industrial Gateway IE-UGW-2TX-xRS232/485

Communications Device ii

Preface

Read this introduction to become familiar with the rest of the manual.
This preface covers the following topics:

e Who should use this manual

e How to use this manual

e Technical support

e Conventions used in this manual

Who Should Use This Manual

Use this manual if you are responsible for installing and running a
Industrial Gateway.

How to Use This Manual

This manual provides step-by-step instructions for installing and running
a Industrial Gateway using the embedded Gateway software.

Technical Support

For technical support, please contact your local distributor or contact
Weidmuller, Inc. at: (800) 849-9343 from 8:00 amto 5:00 pm Eastern
Standard Time or send an email to supportus@weidmueller.com

Conventions Used in This Manual

The following conventions are used throughout this manual:
¢ Bulleted lists (like this one) provide information not procedural steps.
e Numbered lists provide sequential steps or hierarchical information.
e [talic type is used for emphasis
¢ Bold type identifies headings and sub-headings

WARNING Identifies information about practices or circumstances that can lead
to personal injury or death, property damage, or economic loss.
& These messages help you to identify a hazard, avoid a hazard, and
recognize the consequences.
ATTENTION Actions ou situations risquant d’entrainer des blessures pouvant
étre mortelles, des dégats matériels ou des pertes financiéres. Les
& messages « Attention » vous aident a identifier un danger, a éviter

ce danger et discerner les conséquences.

NOTE
Identifies information that is critical for successful application and

@ understanding of the product.

6 www.weidmuller.com
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Section 1.1

Chapter 1
Industrial Gateway Overview

The Industrial Gateway, IE-UGW (Gateway) allows you to read tag values
from different kinds of programmable logic controllers/devices, and to write
those values to the same controller, or to different controllers.

The Gateway may access programmable logic controllers (PLCs) and related
automation equipment serially, using any of the two or four serial ports, or via
the two Ethernet ports on the front of the Gateway.

Network access to the Gateway is available via either of the Ethernet ports.
Through the Gateway Graphical User Interface (GUI), accessible from the
Gateway, devices and tags can be configured and sets of source and
destination tag pairs, called tag maps, can be created. A rate of copy can be
set, or specify copy initiation based on a change in value of a trigger tag,
between different controllers, or between tags on the same controller.

A tag map represents a collection of source and destination Tag Pairs. The
software processes the copies between tag pairs by reading the tag(s) from
the source controller and writing the tag(s) to the destination controller at the
specified rate.

The protocols of the source and destination devices do not need to be the
same.

The data types of the source and destination tags can also be different.
However, copies between STRING and non-STRING data types are not
permitted. For more information on copy limitations, see Adding Tag Maps.

The Gateway provides an OLED display on its faceplate. The company logo
is displayed until the network interface becomes available. The display shows
2 lines of 16 characters that show the network interface status of the network.

If power fails, the Gateway reboots once power is present again. All
processes restart and the database integrity is checked. If the database is
missing or corrupt, a new default database is created. This allows you to log-
in and restore a back-up.

NOTE

To physically install the Industrial Gateway hardware, refer to
the installation instructions provided with your Industrial Gateway
when it shipped.

To review features and other important information, refer to the release notes.

www.weidmuller.com



Chapter 1: Industrial Gateway Overview

When running the Industrial Gateway software, to access context-sensitive,
embedded, online help from each of the main Gateway dialogs, click the
following button on the upper right-hand side of the Gateway menu bar:

®

Section 1.2 Industrial Gateway Overview

Refer to the listed chapter for the following information:
e Chapter 2, Installing the Industrial Gateway
e Chapter 3, Using the Industrial Gateway Interface

e Chapter 4, Technical Reference
e Index

www.weidmuller.com



Chapter 2
Installing the Industrial Gateway

NOTE To physically install the Industrial Gateway hardware, refer to
the installation instructions provided with your Industrial Gateway
when it shipped.

Section 2.1 Hardware Specifications

This table contains the Industrial Gateway hardware specifications:

General Communications
e Processor ARM (792 MHz) e Two or Four, configurable, isolated,
e 512 Mbyte 16-bit RAM (400 MHz) RS-232//RS-485 serial ports.

(Channels 1 and 2 share power and

4 Gi flash
* Gigabytes flash memory ground. Channels 3 and 4 share

¢ Real-time clock, approx. 40 to 50 days power and ground.)
backup. Does not require a battery. e Two isolated, managed Ethernet ports,

e DIN Rail mounting with latch/Keyhole 10/100 Mbyte Base-TX [PORT1
mountings on rear of enclosure for PORT?2] ’

screw mounting
e Model numbers support:
IE-UGW-2TX-2RS232/485 and |E-
UGW-2TX-4RS232/485 support:
- Modbus ASCII
- Modbus RTU
- Modbus TCP
- EtherNeVIP
- EtherNet/IP-PCCC
- DirectNET
- CCw™m
- HostLink
- DF1-PCCC
- DF1-CIP
- PPI
- S7Comm

10 www.weidmuller.com



2-2

Chapter 2: Installing the Industrial Gateway

Temperature

Dimensions

e Ambient Temperature
- 0°Cto55°C (32°Fto 130° F)
e Storage/Non-Operating Temperature
- -25 °C to 70° C (-13 °F to 158 °F)
e Humidity
- 5% to 95% noncondensing at 60°C

Height x Width x Length

- 5.50in.x1.90in. x 4.08 in.
(139.70 mm. x 48.26 mm. x
101.98 mm.)

Weight
- 12.80 oz. (0.36 kg.)

Electrical

e External Power Supply

- 10 W peak maximum
- 12/24 VDC-3 W maximum
steady state.

e Reboot on Power Failure. If power
fails, the Gateway reboots once power
is present, restarts all processes, and
checks database integrity. If the
database is missing or corrupt, a new
default database is created. This
allows you to log-in and restore a
back-up.

e Input Power Connectors

- 2-position (dual row) 4-pin
header
- Associated four-pin, female plug

Isolation

- Ethernet ports: 1500 VAC, 50 to 60
Hz for sixty seconds and 250 VAC
working voltage

- DC power and serial ports: 707
VDC for 60 seconds and 120 VAC
working voltage

- Must use isolated power supply (50
VDC isolation between FGND and
GND on power connector), and 50
VDC working voltage. Tested at
707 VDC for one minute.

11
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Chapter 2: Installing the Industrial Gateway

12

LEDs/Controls

e ETHPORT1/PORT2 LEDs:

— Green LED: Blinking when
transmitting or receiving data
at 100 Mbytes/second.

— Yellow LED:

** ON: ON when linked:;
< Blinking when traffic is on
the line.

e SERIAL Ports Communication
parameters are software-configurable.
See Troubleshooting Serial Ports:

— Green LED
¢ ON: Linked
% Blinking at n seconds
when receiving traffic online

— Yellow LED
“*  ON: Linked

Blinking at n seconds
when transmitting traffic
online
« STATUS LED

- Power

+* ON: Green; Power OK

Blink: Green; booting
ON: Red:; Error
» Blink: Red: Reset

Reset (pinhole on front of Gateway).
You may choose to:

— Retain its current configuration. To
do so, insert a paper clip into the
RESET switch on the Gateway and
press gently and briefly. As soon as
you release the button, the
Gateway reboots.

Status LED blinks red.

— Reset to factory defaults. Insert the
paper clip and press gently for
more than 15 seconds. Status LED
blinks red.

Display button:
— Press to wake up the display.
LED (128 x 32-pixel OLED display):

— Detailed module and function
status reporting.

Certifications Industry Standard

UL Safety

UL Hazardous Locations better

March 1987

UL 61010-2-201 Safety Requirements for Electrical Equipment
for Measurement, Control, and Laboratory Use - Part 2-201:
Particular Requirements for Control Equipment (first edition
issued February 2013) (NRAQ, NRAQ7)

UL 62368-01 Information Technology Equipment Safety Standard

ULH ANSI/ISA-12.12.01-Non-incendive Electrical Equipment for
Use in Class I, Division 2 Hazardous (Classified) Locations T4 or

cULH CSA C22.2 No. 213-M1987—Non-incendive Electrical
Equipment for use in Class | Division 2 Hazardous Locations—
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Certifications

Industry Standard

ATEX

IEC 60079-0: Explosive atmospheres - Part 0: Equipment -
General requirements

IEC 60079-7— Explosive atmospheres - Part 7: Equipment
protection by increased safety "e"

CE EMC directive

EN61131-2:2007, EN61010-1:2010, EN61000-6-4:2006,
EN61000-6-2:2005, EN61000-6-1:2007, EN60079-0:2009,
EN690079-15:2010, EN60079-0:2011

GB3836.1, GB3836.3

CCCEx GBEXx Certificate: 2021312310000322
UKCA BS 61131-2, BS 61000-6-4, BS 61000-6-2, BS 60079-0, BS 60079-7
ROROC Arrété ministériel n° 6404-15 du 29 ramadan 1436 (16 juillet

2015) NM EN 61131-2, NM EN 61000-6-4, NM EN 61000-6-2

CE EMC directive

EN61131-2, EN61000-6-4, EN61000-6-2

FCC

47 CFR Part 15 Class A

Section 2.2 Serial Port Pinouts

This table contains the serial port pinouts:

RJ-45 Pin RS-232 RS-485
1 1 Not used RI (DCE)+ 1
2 2 Not used CD (DCE) 2
3 3 Not used DTR (DTE) 3
4 4 COM/GND 4 GND
5 5 RXD (DCE) 5
6 6 TXD (DTE) 6 T-/R-
7 7 CTS (DCE) 7
8 8 RTS/RTR (DTE) 8 T+/R+

Section 2.3 Getting Hardware and Software Information

13

Right click anywhere on the white or gray area of the Gateway graphics user
interface to bring up a menu that allows you to view Gateway hardware
equipment information, the current firmware version, and to access an option
to create a diagnostics file to send to Weidmuller, Inc.

To access this information:

1.

2.

If needed, log onto the Gateway:

See Logging onto the Gateway User Interface
Right click on a Gateway white or gray area:
The following popup menu appears:

About Industrial Gateway

Create Diagnostics File...
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3. View the information using the following options:

- About Industrial Gateway
Displays the firmware release of the current Gateway firmware
version, unique Serial Number, product-specific model number,
and unique MAC address:

" About Industrial Gateway

Release: 2.0.85
Seral Humber: WADDD0G4
Model Humber: IE-UGW-2TX-4R5232/485
MAC Address: 00:02:83:140:00:64

- Create Diagnostics File. Creates a diagnostic file to be sent to
Technical Support for troubleshooting purposes:

Create Diagnostics File
[

Commenis:

Comments. Enter any information that
helps technical services to diagnose and
troubleshoot your problem.

< Submit. Saves comments and creates the
diagnostics file.

B3 Cancel. Exits without saving the diagnostics
information.

O
0‘0

The software prompts you that it is gathering the diagnostics
information:

Gathering Diagnostics
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The software prompts you when the download is complete:

Download completed

100%

4. Click Ok.

5. Navigate to the directory to retrieve the saved files for sending
to Weidmuller, Inc. Technical Support. These files are normally
downloaded to your Downloads directory if you have not
requested a download location.

Section 2.4 Viewing Serial LED Operation

Gateway serial LEDs work as follows.

e Green LED (top): Blinks: Receiving traffic on the line. Each byte of
traffic turns on the LED for 200 ms (50 ms).

e Yellow LED (bottom): Blinks: Transmitting traffic on the line. Each
byte of traffic turns on the LED for 200 ms (x50 ms).

Section 2.5 Viewing OLED Interface Information

15

The Gateway front panel contains a 128x32-bit OLED display. This display
shows the IP address and indicates error conditions. During startup, the
OLED shows the company logo until the network interface becomes
available. To help ensure longevity, the OLED displays turns off five
minutes after the network interface becomes available after power is turned
on or after a reboot or restart. Press the Display Button to wake-up the
display for ninety seconds.

The display shows two lines of 16 characters each. Information displayed
includes:

e Link down message. Indicates that no IP address is assigned.

e ****message. Indicates that an IP address is assigned but is not
displayed according to the security options.

e |IP_address message. Indicates that the displays IP address is
assigned.
Network status messages use the following, additional conventions.

The first network interface status page lists the ports and the current
status. Ports are prefaced with the letter P, and the port number. Network
status line lists the ports. Network status line 1 shows the status.
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Example 1:
Display page 1:
e P1
e Link down
Display page 2:
e P2
e 192.168.164.187
Example 2:
Display page 1:
o P1,
P2:

° *.*.*.*

Section 2.6 General Public License Information

As part of the Industrial Gateway product, Weidmuller, Inc. uses software
licensed under GNU General Public License, version 2: GPL version 2.0
Weidmuller, Inc. also uses software licensed under GNU General Public
License, version 3: GPL version 3.0

Please refer to the websites listed above for further information about
these licenses, and how they are to be used.

Section 2.7 NGINX

16

The following information is required by Nginx, Inc.:

Copyright (C) 2002-2018 Igor Sysoev

Copyright (C) 2011-2018 Nginx, Inc.

All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS
“AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Section 2.8 Limited Warranty

17

Weidmuller, Inc. warrants that its products are free from defects in material
and workmanship under normal use and service, as described in Weidmuller,
Inc. literature covering this product, for a period of 1 year from the date of
purchase. The obligations of Weidmuller, Inc. under this warranty are limited to
replacing or repairing, at its option, at its factory or facility, any product which
shall, in the applicable period after shipment, be returned to the Weidmuller,
Inc. facility, transportation charges prepaid, and which after examination is
determined, to the satisfaction of Weidmuller, Inc., to be thus defective.

This warranty shall not apply to any such equipment which shall have been
repaired or altered except by Weidmuller, Inc. or which shall have been
subject to misuse, neglect, or accident. In no case shall the liability of
Weidmuller, Inc. exceed the purchase price. The aforementioned provisions do
not extend the original warranty period of any product which has either been
repaired or replaced by Weidmuller, Inc.
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Log onto the Industrial Gateway User Interface to set up and manage Gateway
functions. The Gateway has a single user account (Admin), and a single
password associated with that account. Each time you close and restart the
browser, the software prompts you to log in again. The software will also log
you out after 30 minutes of inactivity.

If you start the software, log in, and then clear your cache, refreshing the
screen returns you to the login window, and prompts you to re-enter your
password. Refreshing without clearing the cache refreshes the current window.

NOTE

@ All fields that show a red asterisk (*) are required

NOTE Using Google Chrome as your network browser is highly recommended.

. If needed, download and install on your personal computer from

https://www.google.com/chrome/

NOTE When connecting to the Gateway for the first time, the default, Static IP
address will be 192.168.1.100. Gateway address is 192.168.1.1. DNS1

@ address is 8.8.8.8 (Google). Once you have logged in, you should change
‘the IP address. See Configuring Network Settings for the Gateway.

Section 3.1 Logging onto the Industrial Gateway User Interface

18

To log onto the Industrial Gateway:

1. Start your Chrome web browser software. The browser window appears.
In the address bar, type 192.168.1.100:

O & o https:,//192.168.1.100/%/ogin
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The Industrial Gateway User Interface dialog appears with the logon fields:

Weidmiiller <_

Usermame: admin

Password: [ ] *

For a complete description of the user interface see About the Industrial
Gateway User Interface Window.

2. The first time you access the Gateway's User Interface (GUI), type
in (enter) password Detmold. The default username and password
for the Industrial Gateway are:

NOTE

The Password field is case-sensitive.

- Username. Permanent Username is admin. Grayed out.
- Password. Default password is Detmold and is case sensitive.

Weidmiiller <_

Username: admin

Password: [ ssccses ] *

-

3. Once you enter a password, the Submit button activates. Click Submit.

4. On the first login (and on the first login after a factory reset), the software
provides a dialog for you to change your password. Enter a new
password, and confirm the password. Do NOT lose the password as you
will not be able to access your system and will need to do a factory reset
to regain access using the original password. You may change the
password you selected at any time with the User Information dialog. See
About the Industrial Gateway User Interface Window.
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Section 3.2 About the Industrial Gateway User Interface Window

The Industrial Gateway User Interface Window is used to configure the
Gateway to communicate with programmable logic controllers/devices,
and to copy tag values between tags on the same or different controllers:

Weidmiiller <

*00

Industrial Gateway

L
Tag Maps +4

Divicen Tag Mg

TSR

Kmifcator  Bebwork T

System

Maintenance x &L ‘ L)‘},

Opsisions  Secwly  Dugnosiics Logh

The User Interface Window contains:

- Industrial Gateway User Interface Title Bar. Displays
company name and logo.

- Industrial Gateway User Interface Menu Bar. Accesses
Trace alert, ETH1 communications connection information,
and logout and embedded help options.

- Industrial Gateway User Interface Configuration Work
Area. Allows you to configure Gateway operation.

3.2.1 Industrial Gateway User Interface Title Bar

The Industrial Gateway User title bar shows the company name and logo.

Weidmiiller <_
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3.2.2 Industrial Gateway User Interface Menu Bar

NOTE When there is a trace status update, the following icon appears in
the menu bar status bar:

@ A Trace Completed

This button provides a shortcut to the Diagnostics page. For

further information, see Tracing Data.

The Gateway User Interface menu bar also provides access to the logout button,
the password change dialog, and the embedded help button:

>0®
e Trace alert. If you are not viewing the Diagnostics page when a running
trace completes, the following button appears in the menu bar. If you are

on a different window when a trace completes, to remove the alert and
switch to the Diagnostics page, click the Trace Completed button:

A Trace Completed

If you are already on the Diagnostics page when a trace completes, this
button does not appear in the menu bar. If you simply navigate to the
Diagnostics page without using the Trace Completed button, the button
also disappears from the menu bar.

e Logging Off. To log off the Gateway, select the Log Off
(=
The firmware logs you off the Gateway.

¢ Changing the Password. To access the Change Password page, select
the Change Password icon:
See Changing Password.

@®

e To access embedded help, select the Help icon:

®

See Viewing Help Information.
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3.2.3 Industrial Gateway User Interface Work Area
To access the work area, log into the software.
The work area appears:

\'l

»>@®

Industrial Gateway

Use the work area for setting up all Industrial Gateway configuration options.
You may access help about all options from Using the Industrial Gateway User
Interface (in the online help).

Section 3.3 Configuring Devices

22

The Industrial Gateway is used to configure devices and tags. This configuration
specifies the connections, protocols, communication parameters, and tags on a
connected PLC/device so that the Gateway can communicate without errors.

NOTE

@

The information you provide when configuring a device and its tags must
exactly match the actual configuration of the connected PLC and the tags
defined. All of this information may be retrieved using the automation
software used to configure and program the PLC.

You may add as many device profiles as you wish to the Gateway. The number of
serial devices you may physically connect to a Gateway is limited by the number
of ports. The number of device profiles you may add is limited only by disk space.
The number of devices and tags you can configure also depends on available
Gateway memory (disk space on the Gateway).

When you add a device, you must also configure its associated tags so that the
Gateway correctly copies tags. Each device name must be unique. Tag names on
each device must be unique although tag names may be duplicated on a different
device.

The Gateway also provides a series of pre-defined $System tags. For a list of
these tags, see the System Tags List.
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The Heartbeat is one of these tags and can be used with your PLC(s) to verify
that the Gateway is indeed communicating with devices.

To use this tag, configure a corresponding tag in the PLC(s) to monitor the
Heartbeat tag of the gateway. Because the Heartbeat tag is a constant value of
1, a couple of rungs of ladder logic are required to set the tag value to 0, and to
monitor that the value is set back to 1 by the Gateway within a specified period of
time.

The Gateway also provides user-defined ($User), single-element read and write
tags of type BOOL, INT, SINT, DINT, REAL, and STRING. These are non-array
tags. Tags for the $User and $System devices do not have an address, but the
address must be configured for all other tags.

To add, modify, or delete devices and/or tags:
1. Click the Devices icon:

The Devices window appears:

Devices |+ |
Protocol Conngction Address Slave ID { Siot Num

5System local local ]~
SUser local local
cem [oe: Serial 4 1
df1-cip DF1-CIP Serial 1 0
df1-pcce DF1-PCCC Serial 2
directNet DirecthET Serial 4 1
display test EtherNet/|P Ethernet 7.7.7.7:44818 o
NicnlouTact CtharhiahID Ctharnat 192 168 164 80°448 n -
Tags

Description Data ?ype Address Used In Tag Map
#DATETIME Current Date/Time STRING
#HEARTBEAT Constant Value of 1 DINT
#RANDOM System generated random number DINT
serialNumber Gateway Serial Number STRING
Switch_Group1_IP Switch Group 1 IP Address STRING
Switch_Group2_IP Switch Group 2 IP Address STRING
Unit_Name System Unit Name STRING

2. View or specify the following options:

Icon Location/Function Access
o Devices/Add a device: Adding Devices
p Devices/Modify a device: Modifying Devices

b 4 Devices/Delete a device from the Gateway: Deleting Devices

e Devices/Test device connection: Testing Device Connections
E Devices/Export device and tag data: Exporting Device and Tag

Data

-+ Tags/Add a tag: Adding Tags

F Tags/Modify a tag: Modifying Tags

o Tags/Delete a tag from the Gateway: Deleting Tags
G Tags/Import a list of tags into the Gateway: Importing Tags
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| Icon ‘ Location/Function Access

E Export a list of tags from the Industrial Gateway: Exporting Tags

3.3.1 Adding Devices

All supported PLCs and protocols are listed below.

Gateway supports the following PLCs:

PLC-5

SLC 500

ControlLogix

CompactLogix

MicroLogix

Micro 800 (includes Micro850)
Schneider M340 and Quantum 140
Siemens S7-200/300/1200/1500

Gateway supports the following protocol families:

Tag address formats are not compatible between protocol families. If you change
the protocol of a previously configured device to a protocol from a different family,

EtherNet/IP, DF1-CIP

EtherNet/IP-PCCC, DF1-PCCC

ModbusTCP, ModbusRTU, ModbusASCI|

S7Comm, (S7-200, S7-300, S7-1200, S7-1500 only), PPI
DirectNET/CCM/HostLink

you are required to delete all existing tags from a device.

Examples: You may switch a device from EtherNet/IP to DF1-CIP without deleting
tags. You may not switch from EtherNet/IP to PPl without deleting all the tags on
the device. During a protocol switch, the software prompts you that this is the case

before deleting the tags from the PLC.

To review the supported data types in a table, see Viewing Data Types Supported

by Protocols.

To add a device:

1.

24

Click the Devices icon:
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The Devices window appears:

Devices [+
Copsleom o e .
SUser local local
cem CCM Serial 4 1
dft-cip DF1-CIP Serial 1 0
dff-pcce DFi-PCCC Serial 2
directNet DirectNET Serial 4 1
display test EtherNet/IP Ethernet 7.7.7.7:44818 0
DicnlovTact EtharhlatiD Etharnat 192.166.164.80:448 n i
Tags
e e T D,
#DATETIME Current Date/Time STRING
#HEARTBEAT Constant Value of 1 DINT
#RANDOM System generated random number DINT
serialNumber Gateway Serial Number STRING
Switch_Group1_IP Switch Group 1 1P Address STRING
Switch_Group2_|P Switch Group 2 IP Address STRING
Unit_Name System Unit Name STRING

2. In the Devices section, click the following icon:
EJ
The Device Properties dialog appears.
(Available fields change according to protocol selection):

Device Properties

Device Name: [ | %
Protocol: | EtherNel/IP w
TCP Port: | 44318 *
Address: *
Slot Number: ':}— *
v Tast Device C e

3. View or specify the following Devices options:

e Device Name. Enter the device name. This is a human-
readable name.

e Protocol. Select the communication protocol used by the device
you are configuring. The Device Properties dialog changes
according to the protocol selected. For more information and
ranges see Protocol Attribute List.

If you choose a serial protocol, options are:
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e If you choose a Serial protocol, the following options are:
- DF1-CIP. Options are:

Serial Port. Serial port you are using to
communicate with a PLC. To configure this port,
see Configuring Serial Communications Setup.

Slot Number. Station number of your PLC on the
network. Value to enter here is dependent on your
PLC controller setup.

Checksum. Select either CRC or BCC checksum
methods. Please check your PLC setting to find
out the checksum method your PLC uses.

ACK Timeout milliseconds. After the Gateway
sends out a request to the target device, it waits
for ACK Timeout value in milliseconds to pass
before the Gateway considers that there is no
response from the target device.

NAK Retries. Send command for number of
retries if there is a response from the PLC but
response is a negative acknowledgment.

\J
Q“

\J
Q“

\J
4

-

\J
Q“

\J
'

L)

\J
%

L)

ENQ Retries. Send command for number of
retries if there is a response from PLC but the
response is that the PLC is busy.

- DF1-PCCC. Options are:

«» Serial Port. Serial port you are using to
communicate with a PLC. To configure this port,
see Configuring Serial Communications Setup.

Checksum. Select either CRC or BCC checksum
methods. Please check your PLC setting to find
out the checksum method your PLC uses.

\J
-
**

\J
L)
**

ACK Timeout milliseconds. After the Gateway
sends out a request to the target device, it waits
for ACK Timeout value in milliseconds to pass
before the Gateway considers that there is no
response from target device.

NAK Retries. Send command for number of
retries if there is a response from the PLC but
response is a negative acknowledgement.

\J
L)
**

ENQ Retries. Send command for number of
retries if there is a response from PLC but the
response is that the PLC is busy.

\J
-
**
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- ModbusRTU. Options are:

\J
X4

)

\J
L)
**

\J
Q“

\J
)
**

>

\J
*

)

\J
)
**

Serial Port. Serial port you are using to
communicate with a PLC. To configure this port,
see Configuring Serial Communications Setup.

Slave ID. Modbus Node number of slave device.

Response Timeout. Defines how long (in
seconds), the device waits for a reply to be
received after a Modbus command is sent.

Retry Count. Tells the device how many times to
retry sending a Modbus command when no reply
is received to the sent command.

End of Message Delay n characters. The
Gateway starts a timer after the first byte of a
response is received. When the timer detects
the delay interval specified by this option, and
there is also no signal on the serial
communication channel, the message is
considered ended.

Min Command Delay n milliseconds. Defines the
delay time between characters of commands
sent to the Modbus device.

- ModbusASCII. Options are:

L/
O’O

\J
**

-

\J
**

>

\J
)
X4

\J
**

)

\J
**

)

Serial Port. Serial port you are using to
communicate with a PLC. To configure this port,
see Configuring Serial Communications Setup.

Slave ID. Modbus Node number of slave device.

Response Timeout. Defines how long the device
waits for a reply to be received after a Modbus
command is sent.

Retry Count. Tells the Modbus device how many
times to retry sending a Modbus command when
no reply is received to the sent command.

End of Message Delay n characters. The
Gateway starts a timer after the first byte of a
response is received. When the timer detects the
delay interval specified by this option, and there
is also no signal on the serial communication
channel, the message is considered ended.

Min Command Delay n milliseconds. Defines the
delay time between characters of commands
sent to the Modbus device.
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- PPI. Siemens S7-200 protocol. Communicates via
RS-485. Options are:

**

%

\J
**

>

Serial Port. Serial port you are using to
communicate with a PLC. To configure this port,
see Configuring Serial Communications Setup.

Node Address. Address for the protocol is set to 2
by default.

- DirectNet. Options are:

>

\J
*

>

SRS
DS XS

g

\J
*

)

\J
-
>

\J
L)
>

\J \J \J
“’ $“ $“

g

\J
*

L)

Serial Port. Serial port you are using to
communicate with a PLC. To configure this port,
see Configuring Serial Communications Setup.

Station Address. Enter an integer (range 1 to 90).

Timeout. Define Short, Medium, or Long.
Retries. Define Normal or Short.

Response Delay. Specify response delay (range
0 to 500 milliseconds).

. Options are:

Serial Port. Serial port you are using to
communicate with a PLC. To configure this port,
see Configuring Serial Communications Setup.

Station Address. Enter an integer (range 1 to 90).

Timeout. Define Short, Medium, or Long.
Retries. Define Normal or Short.

Response Delay. Specify response delay (range
0 to 500 milliseconds).

- HostLink. Options are:

\J
'

L)

\J
o

XS S
DR

d

\J
*

L)

Serial Port. Serial port you are using to
communicate with a PLC. To configure this port,
see Configuring Serial Communications Setup.

Station Address. Enter an integer (range 1 to 90).

Timeout. Define Short, Medium, or Long.
Retries. Define Normal or Short.

Response Delay. Specify response delay (range
0 to 500 milliseconds).
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¢ If you choose Ethernet, options are:
- EtherNet/IP. Options are:

«» TCP Port. For EtherNet/IP, the default port
setting is 44818. If needed by your system, you
can change this port number.

Address. Specifies PLC IP address.

Slot Number. When the port selected is Ethernet,
and the protocol selected is EtherNet/IP, you
must specify an associated slot number between
0 and 16.

- ModbusTCP. Options are:

» TCP Port. For ModbusTCP, the default port
setting is 502. If needed by your system, you can
change this port number.

Address. Specifies PLC IP address.

Slave ID. For Modbus TCP, the range of possible
values is 1 to 247, depending on the device.

- EtherNet/IP-PCCC. Options are:

o TCP Port. For EtherNet/IP-PCCC, the default
port setting is 44818. If needed by your
system, you can change this port number.

+» Address. Specifies PLC IP address.
- S7comm. Options are:

\J
Q“

\J
$“

*%

\J
Q“

\J
Q“

.,

»  TCP Port. For S7TComm, the default port setting
is 102. If needed by your system, you can
change this port number.

Address. Specifies PLC IP address.
PLC Type. Lists PLCs supported by this protocol.

Keep Alive. Specifies how long the Gateway
keeps the connection alive during intervals when
there is no activity between the PLC and the
Gateway. Default value is 30 seconds. Keep in
mind that you should use the same interval here
as you use on the PLC's Ethernet
communication setting.

TSAP. (Transport Services Access Point). It
uniquely identifies specific instantiation of the
transport service. It is possible to configure a
S7-200 PLC to have multiple TSAPs to facilitate
simultaneous communication between the PLC
and multiple applications. Values must be
hexadecimal.

o Test Device Connection. See Testing Device Connections.
¢ Submit. Saves changes on Gateway and exits.
e Cancel. Exits without saving changes on Gateway.

SR
LN

\J
'

L)
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34
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3.3.2 Modifying Devices
To modify device information:
1. Access the Devices window:

See Configuring Devices.

The Devices window
Devices () o

L —— Somnedtion Addeess 2oyl St
$System local local pe
SUser local local
ccm ccm Serial 4 1
dff-cip DF1-CIP Serial 1 0
df1-pece DF1-PCCC Serial 2
directMet DirectNET Serial 4 1
display test EtherNet/IP Ethernet 777744818 0
NicnlovToct EtharMat/ID Etharnat 192 1EB '64 80445 n
Tags

ey | DosCTPO0  DaiaType Addiess | UsedinTagMap
#DATETIME Current Date/Time STRING
#HEARTEBEAT Constant Value of 1 DINT
#RANDOM System generated random number DINT
serialNumber Gateway Serial Number STRING
Switch_Group1_IP Switch Group 1 1P Address STRING
Switch_Group2_IP Switch Group 2 IP Address STRING
Unit_Name System Unit Name STRING

30

2. Select a listing and click the following icon on the Devices toolbar:

4]

3. 'me Device Properties dialog appears. Change information in the

listed fields:
See Adding Devices.

4. When finished making changes, click either of the following to exit:
¢ Submit. Saves changes on the Industrial Gateway and exits.
¢ Cancel. Exits without saving changes on Industrial Gateway.

3.3.3 Deleting Devices

You may delete devices such as controllers that have been added to the
Gateway. If you attempt to delete a device that has tags that are part of a
tag map, the software prompts you that this is the case before deleting
the device. The message differs according to the tag map status.
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To delete a device:
1. Click the Devices icon:

The Devices window appears:

Devices [+ ; [+
; _ Protocal Comection. | Address | Sleve D/ Slot Nury
$3ystem local local -
§User Iocal local
cem CCMm Serial 4 1
dft-cip DF1-CIP Serial 1 0
df1-peee DF1-PCCC Serial 2
directiet DirectNET Serial 4 1
dicplay test EtherNet/IP Ethernet 717744818 0
NienlauTact FEtharhiat/iB Etharnat 192.168.164.80:448 n e
Tags
Description Datalwe A_m:ms Used In Taﬁ M
#DATETIME Current Date/Time SBTRING
#HEARTBEAT Constant Value of 1 DINT
£RANDOM System generated random number DINT
serialNumber Gateway Serial Number STRING
Switch_Group1_IP Switch Group 1 IP Address STRING
Switch_Group2_IP Switch Group 2 IP Address STRING
Unit_Name System Unit Name STRING

2. Select a device from the list.

3. Click the Delete icon on the Devices tool bar:

%

A confirmation dialog appears (example message):

[ Confirmation Needed

This change will invalidate one or more tag pairs in the
following tag maps

You will not be able to activate these tag maps until the
invalid pairs are removed or reconfigured

DisplayTest

Are you sure you want to delete this device?

4. Confirm the deletion:

NOTE

deactivated.

Deleting a device also removes any associated tags that are
associated with the device. Any tag maps that use those tags will be
disabled. If a map with a (now) deleted tag was active, it will be

¢ Yes. Deletes the selected device from the Industrial Gateway

and exits.

¢ No. Exits without deleting the selected device from the

Industrial Gateway.
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3.3.4 Testing Device Connections

You may test the device connectivity to verify a connection exists
between the Industrial Gateway and a PLC, (not between a computer
and the Industrial Gateway). The test also validates, when possible, that

the protocol is selected correctly.

NOTE When testing an S7TComm PLC, the testing utility cannot distinguish
between different S7Comm PLC types. Example: If you connect an
@ S7-1500 device and configure it as an S7-200 device, the connection
test will be successful even though the configuration is incorrect.
NOTE
The Modbus RTU option now tests 9600, 19200, and 38400 when
@ the device connection.
NOTE Due to the large variety of devices, the Test Device Connection

@

definitive. If a Test Connection fails and it is believed that the
Properties are correct, proceed with adding a tag, creating a Tag
verifying that a tag can be read from or written to.

To test connections:
1. Click the Devices icon:

The Devices window appears:

Devices [+
R —— "0 S s PRI
[$System— \ncalw local
SUser local local
com [ole] Serial 4 1
df1-cip DF1-CIP Serial 1 0
dfi-pece DF1-PCCC Serial 2
directNet DirectNET Serial 4 1
display test EtherNet/IP Ethernet 717744818 0
NicnlauTact EtharkiatiiP Etharnat 192.168.164 80:448 n
Tags
_ Description Data Ty_pe Addrass " Used In Tag Map
#DATETIME Current Date/Time STRING
#HEARTBEAT Constant Value of 1 DINT
#RANDOM System generated random number DINT
serialNumber Gateway Serial Number STRING
Switch_Group1_IP Switch Group 1 IP Address STRING
Switch_Group2_IP Switch Group 2 IP Address STRING
Unit_Name System Unit Name STRING

2. Inthe Devices section, click the following icon:

|
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The Gateway software attempts to communicate with the device. The
dialog that appears shows the protocol of the device tested, and
whether or not you can access the device from the Gateway.

If successful, the following Test Results dialog appears:

Test Results |

Device Connection Test: Success! PLC Scan Available V

If unsuccessful, the following dialog appears. The dialog contains an
error message that lets you know the type of problem encountered
(see below). However, test results are not definitive:

Test Results l

Device Connection Test: Unsuccessful 37200: Emor. Auto detection of configuration failed. Please check cabling and
review serial communicaticns setup for comect connection type.

3. Messages you see after you click the Device ping icon are self-
explanatory. If your connection was unsuccessful, the dialog describes
the detected issue, and suggests a fix for the detected issue. For a list
of all associated messages, refer to Industrial Gateway Messages.

3.3.5 Exporting Device and Tag Data

You may export a device and tag data set as a compressed, downloadable .csv
file. The rows and fields in the file record the parameters configured for a single
device, including all tags that are associated with the device. Each row holds
information for a single tag. Fields that are not applicable contain a pair of empty
quotation marks.

Row one of the exported .csv file contains:
'Device Name', 'Connection’, 'Protocol’, 'TCP Port', 'Address', 'Slot

Number'

Example Excel File Output:

A B | ¢ | D E F
1 I'S?cumm'.l'EthEmet "s¥comm’ 102" "191.168.1 '30"
12 ['SourcelM "wwaas' | v INT " "
D3 |Tesunt | wwazant 7 INT " "
4 [‘arrayDes "Wwiaso' ™ “INT null'

L5 |'ArraySoun "WWi17s00 " INT ‘nullt "
LB WDt w00 T |ooL "
{7 |vpaor | wvoszor ¢ “BOOL

ES "W2a0.16" W20l | ™ "BOOL"

ig "W320.16" "Wad0lse' | ™ "BOGL" " "
110 'DINT1S" | 'wD23F ¢ "DIMT " "
i‘ll IDINTLS"  "WD250" | ¢ "DIMT :
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Subsequent rows contain tag information written as follows:
'TagName', 'TagAddress', 'Description’, 'DataType'
To export a device and tag data set:
1. Click the Devices icon:

The Devices window appears:

Devices |+ [7|(= |/l
i——““‘““' | e [T = [T
1 ciractbiat CiracNET Sanal 4 1
i dECiAy tast EtharNatiiF Ethamat 777744818 [
| DuplayTest EtharNelIP Ethemel 13 100. TS HET [
E =ip EtherHeliiP Ethemat 152 168.164. 474451 [
| sig-poct EtherNeUIP-PLCE Ethemeat G2 05 183 MR
E hesilink Hogilink Sanal 4 1
U modbysascl Mol 500 Sarial 3 d

Tags [+|(/](»] CQ

DO AT naliddiE? L -

| bealEdi[1E BODL 1BOOL2E1 6] ]
| psal16az18] BOOL IBCOLIST8H] x
! boaltBa[16] BOOL BOOL2S 18 ®
E bealidi BODL 180:0L 2233 18] ES
| bealtd2 BODL IBOOL2EIA 1) >c
{ bealls BOOL BOOL2S E
| bsal3za[d) BOOL BOL251Y
| boalsdil4) BOOL IBCOL 283 ] ¥
E baalsd4] BODOL 180DL2E 3| X

baalidi4) BOOL X

beat BOOL
| bealecfd) B *
! bealfsls) BO0L %
|t DT x
i otz DT x
| amenz DT X
| dmadaz DT ¥

2. Inthe Devices section, click the following icon:

i

The User Interface informs you that it is downloading the export file.

Download completed.

1007%

Depending on the browser, browser settings, and computer operation
system, you may be prompted to choose your download location, or the
exported file is downloaded to the Downloads directory (or other,
designated folder).

34 www.weidmuller.com



Chapter 3: Using the Industrial Gateway Interface

3.3.6 Adding Tags

Tags are data elements on a Data I/O device, such as a programmable logic
controller. Legacy controllers and Modbus-based controllers have numeric
addressing requirements. Later controllers may allow naming tags with logical
(human-readable) tag names. Most interaction with these devices uses tags.
Restricted characters that may not be used in tag names are: ampersand,
angle brackets, back-quote, backslash, caret, curly braces, double-quote,

percent sign, semi-colon, and single-quote, comma, and period. Neither device
names nor tag names starting with a dollar sign may be configured. A complete
tag specification consists of a device name and a tag name. Syntax is enforced
by the software. Problems are generally due to an incorrectly configured device

or an incorrect tag address.
Example of tag: PumpController2.Level3.

NOTE If you experience difficulty communicating with your PLC after adding
tags, as a first step, ensure you have used the correct tag syntax.

@ Using an incorrect syntax for a tag means that the Gateway will not
be able to read the tag on the PLC. See Configuring Tag Data Types.

NOTE If you try to change the configuration of a tag that is used in a tag

STRING.

map, the software warns you when you try to submit the change.
Tags that are in use in a tag map are identified in the tag list.

You may also add $User tags. You may define single-element (non-
array), read/write tags of type BOOL, INT, SINT, DINT, REAL, or

35

To add a tag:
1. Click the Devices icon:

The Devices window appears:

Devices [#] |
_ Protocol Connection Address Slave 1D/ Slot Num
[ssystem " ocal local
SUser local local
cem ccMm Serial 4 1
dfl-cip DF1-CiP Serial 1 0
df-pcee DF1-PCCC Serial 2
directNet DirectNET Serial 4 1
display test EtherNet/IP Ethernet 7.7.7.7:44818 1]
NicnloyTast i 192 165 164.80 448
Tags
_ Description Daia ?ype Address Used in Tag Map
#DATETIME Current DateTime STRING
#HEARTBEAT Constant Value of 1 DINT
#RANDOM System generated random number DINT
serialNumber Gateway Serial Number STRING
Switch_Group1_IP Switch Group 1 1P Address STRING
Switch_Group2_IP Switch Group 2 IP Address STRING

Unit_Name System Unit Name

2. Click the following Tags icon:
T

STRING
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The Tag Properties dialog appears.
(Default dialog shows no tag information):

' Tag Properties

Tag Hame: [ | *

Description:
Data Type: | BOOL =
Address: *
Eyle Swap: Word Swap:

Is Array [C]

3. From the Tag Properties dialog, view or specify the following options:

¢ Tag Name. Enter name of tag (must be unique). The descriptive
name may differ from the tag address.
Example: TAGO001.
If you change the name of an existing tag that is used in a tag
map, the new name will be reflected in the tag map.

e Description. Enter tag description.
Example: Input_PLCO01

e Data Type. Select data type for tag.

e Address. Enter address of tag to be copied. The tag address is
a unique string representing the tag identifier as found on the
PLC. The Address must exactly match the address of the tag
defined on the PLC, and each tag must have an address. (Tags
for $User device do not have an address.)

NOTE
Memory Types |, Q, and M are supported for S7commes.

@ Type DB (Global DB memory) is not supported at this time.

NOTE If you specify an offset that results in an operation that exceeds the
controller-defined length of the array, either the element transfer is

@ truncated, or other undefined behavior occurs, depending on the
type of device and protocol in use.
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When a tag address is configured to represent an array, the
address format includes an array offset. The format varies
depending on the protocol. For instance, the address for a tag
on a PCCC device might be N7:15 where 15 is the offset. The
copy then starts from N7, element 15. For an EtherNet/IP
protocol, the address might be specified as MyTag[12],
meaning the copy starts from MyTag element 12.

Byte Swap. Interchanges the two bytes of every word when
they are read from the source PLC and before they are
written to a destination PLC. Only enabled when the Data
Type selected is at least 16 bits. Example: Source word =
0%x12345678. Destination word = 0x34127856.

Word Swap. Interchanges the two words of every double
word when they are read from the source PLC and before
they are written to a destination PLC. Only enabled when the
Data Type selected is at least 32 bits. Example: Source
double word = 0%12345678. Destination double word =
0x56781234.

NOTE

You may use byte swap and word swap options at the same time.
@ Example: Source = 0x12345678. Destination = 0x78563412.
NOTE
@ A STRING (array of characters) is also byte/word swappable.

Is Array. |dentifies the tag description as an array. Using tag
arrays provides you with maximum performance for the copy
operation. Minimum array size is 1; the maximum depends on
data type and protocol but must never exceed 500.

Each element must be the same, and the software assumes
that the elements are contiguous in controller memory.
Example Array: BOOLDestArray[8]

NOTE The upper limit for the maximum number of array elements varies
based on protocol and data type. Each protocol has a limit on how
@ large the request packet can be. Therefore, for a given protocol,
100 INTs might be most that can be read in a single operation.
NOTE
String array copies are supported ONLY for EtherNet/IP and
@ DF1/CIP string array copies.

37

www.weidmuller.com



Chapter 3: Using the Industrial Gateway Interface

3-21

- Length. When Is Array is selected, length specifies the
number of elements to be read or written.

Example: A tag configured on the Gateway may refer to
a device tag of INT[1000], of which four elements are of
interest, starting at offset 68. In this example, the tag
address field would be entered on the Gateway as
INT[67]. Array elements use zero-based addressing
and the length field would be specified as 4.

¢ Submit. Saves changes on Industrial Gateway and exits.
e Cancel. Exits without saving changes on Industrial Gateway.

3.3.7 Modifying Tags

To modify tag information:

1. Access the Devices window:
See Configuring Devices.
The Devices window appears:

Devices [+ |
I —— 7% Comedion Addess Zaei i
$System local local
SUser local local
cem ccMm Serial 4 1
df1-cip DF1-CIP Serial 1 0
dff-pece DF1-PCCC Serial 2
directet DirectNET Serial 4 1
display test EtherNet/IP Ethernet 777744818 0
NicniavTact Etharhict/IE Etharnat 192.168.164.80:448 n
Tags
._- Description Data Type Address Used In Tag Map
#DATETIME Current Dale/Time STRING
#HEARTBEAT Constant Value of 1 DINT
#RANDOM System generated random number DINT
serialNumber Gateway Serial Number STRING

Switch_Group1_IP Switch Group 1 IP Address
Switch_Group2_IP witch Group 2 IP Address
Unit_Name System Unit Name

STRING
STRING
STRING

2. Select an entry in the Tags table and click the following icon:

-

3. The Tag Properties dialog appears. Change information in the listed

fields:
See Adding Tags

4. When finished making changes, click either of the following to exit:
¢ Submit. Saves changes on the Gateway and exits.
e Cancel. Exits without saving changes on Gateway.

38
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3.3.8 Deleting Tags

You may delete single tags in the Tags list by clicking on the tag and selecting
the Delete icon. You may also delete multiple tags with a single click. To
delete multiple tags in sequential order, hold down the SHIFT key and click the
first and last tags in the sequence. If you wish to delete individual tags from a
list, hold down the CTRL key and click the tags you wish to delete.

You may delete any tags that are not used in a tag map without any problem.

If you try to delete tags that are listed in any active tag map, the associated tag
map is deactivated upon deletion of the tags. The software warns you this is
the case before deleting the tag(s) and changing the tag map's status to
inactive. If you try to delete tags that are part of one or more inactive tag maps
the software warns you this is the case. You will not be able to activate a tag
map with one or more missing tags.

To delete a tag:

1. Access the Devices window:
See Configuring Devices.
The Devices window appears:

Devices (|
T PTotocdl Connection Address Slave D/ Slot Num
[sSysem _ local _ Tocal e
SUser local local
ccm ccm Serial 4 1
df-cip DF1-CIP Serial 1 0
df1-pcec DF1-PCCC Serial 2
directiet DirectNET Serial 4 1
display test EtherNet/|IP Ethernet 7.7.7.7:44818 0
PismbsvTast  Ctharueml e 192,168 164.80:448 n h
Tags
Description Data Type Address Used In Tag Map
#DATETIME Current Date/Time STRING
#HEARTBEAT Constant Value of 1 DINT
#RANDOM System generated random number DINT
serialNumber Gateway Serial Number STRING
Switch_Group1_IP Switch Group 1 IP Address STRING
Switch_Group2_IP Switch Group 2 IP Address STRING
Unit_Name System Unit Name STRING

2. Select a device and one or more of the device tags from the list.
3. Click the Delete icon:

(%)

A confirmation dialog appears:

Confirmation Needed '

Are you sure you want 1o delete this tag?

4. Confirm the deletion:

o Yes. Deletes the selected tag from the Industrial Gateway and
exits.

¢ No. Exits without deleting the selected tag from the Industrial
Gateway.
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If you try to delete a tag that is in use in a tag map, the software
warns you this is the case. Once the tags are deleted, any
associated tag maps are deactivated.

' Confirmation Needed

This change will invalidate one or more tag pairs in the
following tag maps

‘You will not be able to activate these tag maps until the
invalid pairs are removed or reconfigured

df1-pcce

Are you sure you want to delete this tag?

3.3.9 Importing Tags

NOTE

The best method for adding tags to a Gateway is to export them
from your PLC and edit the file to match the import format shown
below.

Commas and quotation marks between tag data values are required.
Example: "TagName", "Description",

"TagAddress","DataType",”ByteSwap”,”"WordSwap”
"Rea|Array,,,"TeSting","Rea|AI'I'GYAddI'","I'eal[Z]",”O”,”1 ”

In the following example, the description slot is empty but has
quotation marks and comma:
"CurrentDateTime","","CurrentMonthAddress","STRING",”0”,”0”,
When a tag array is present, the Datatype column adds the array size
after the type using square brackets.

Example: STRING[4] has 4 elements in an array of type STRING.

Gateway enforces the following import rules:
e If TagAddress is missing but TagName and DataType are present,
then TagName is used as both name and address.

e If TagAddress is missing, the expected comma must still be
present, consistent with commonly understood Excel .csv
formatting rules.

e If the TagName is missing, then no Tag entry will be imported for
that line.

o If DataType is missing, then no Tag entry will be imported for that
line.

o If the Description has a comma, that field must be enclosed in
quotation marks.

¢ [f aline fails to conform to the expected .csv formatting, then no tag
entry will be imported for that line.
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o To specify an array, a bracketed length must be appended to
the DataType. Example: INT[10] This indicates that the tag is
an array, of 10 elements of type INT.

e Each tag in the import file must have a unique name. If the file
has duplicate tag names in it, the entire file is rejected.

¢ [f the file has tags with names that are duplicates of tag names
already configured for the device, the duplicate lines are not

imported.
NOTE
When a tag file is exported from the Gateway, each tag is on a
@ separate line.
NOTE Array tags have a minimum length of 1 and a maximum length that

@

depends on protocol and data type. If tags are entered individually
through the Tag Properties form, these array lengths are enforced
by the user interface.

To import a tag file:
1. Click the Devices icon:

The Devices window appears:

Devices (|
Protocol Connection Address Slave 1D / Slot Num,
$System local local
SUser local local
ccm ccMm Serial 4 1
df1-cip DF1-CiP Serial 1 0
df1-pcce DF1-PCCC Serial 2
directMet DirectNET Serial 4 1
display test EtherNet/IP Ethernet 71.7.7.7:44818 0
HHHHHHH Tact Etharhiat/IE Etharnat 192 168 184 80 448 n -
Tags
_ Description Data Type Address. . Used inTag Map
#DATETIME Current Date/Time: STRING
#HEARTBEAT Constant Value of 1 DINT
#RANDOM System generated random number DINT
serialNumber Gateway Serial Number STRING
Switch_Group1_IP Switch Group 1 IP Address STRING
Switch_Group2_IP Switch Group 2 IP Address STRING
Unit_Name System Unit Name STRING

2. From the Devices list, select the device for which you wish to import tags.
3. From the dialog, click the following icon:
o
4. A file selection dialog appears. If necessary, navigate to the directory
in which your tag files are located. This directory can be on a computer
drive or on a network server.
5. Select the file and click Open. The tag file is imported, and the tags
appear in your Tags dialog.
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3.3.10 Exporting Tags

You can export a list of tags associated with a single device from the Gateway
into an uncompressed, downloadable .csv file. Each row holds the information for
a single tag. All fields are enclosed in quotes and separated by commas. If no
description exists, the field is represented by a pair of empty quotation marks.
Format example:

"TagName","Description","TagAddress","DataType"
Example exported tag row:
"CurrentMonth","","CurrentMonthAddress","STRING" "0","0".

When a tag array is present, the Datatype column adds the array size after the
type using square brackets. Example: STRING[4] has 4 elements in an array of
type STRING.

To export tags:
1. Click the Devices icon:

The Devices window appears:

Devices [+ %
Protocol Connegtion Address Slave IDJ Slot Num
Faav = A B
$Sysiem local local j .
SUser local local
ccm ccMm Serial 4 1
df1-cip DF1-CiP Serial 1 1]
df1-peec DF1-PCCC Serial 2
directhet DirecthNET Serial 4 1
display test EtherNet/IP Ethernet 7.7.7.7:44818 0
DiisnlsyTact EtharhiatD Etharnat 192 168 164 §0°445 0 h
Tags
Descrip_!\on " Dala Type Address " Used in Tag. Mgp
#DATETIME Current Date/Time. STRING
#HEARTBEAT Constant Value of 1 DINT
#RANDOM System generated random number DINT
serialNumber Gateway Serial Number STRING
Switch_Groupi_IP Switch Group 1 IP Address STRING
Switch_Group2_IP Switch Group 2 IP Address STRING
Unit_Name System Unit Name STRING

2. From the Devices list, select the device for which you wish to import
tags.
3. From the dialog, click the following icon:

The User Interface informs you that it is downloading the export file:

Cowmiboad complebsd.

10

Depending on the browser, browser settings, and computer operating
system, you may be prompted to choose your download location, or the
exported file is downloaded to the Downloads directory (or other,
designated folder).
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A tag map represents a collection of tag pairs (each of which consists of a
source and a destination tag) together with a specification of when the copies
are to occur. It is recommended that you group the tag pairs based on the
frequency of the copy operation. Copies can occur on a periodic basis or when
the value of a polled tag changes. Any configured tag may be specified as a
source tag, but only user-configured tags may be specified as destination tags.
You cannot use a $System tag as a destination tag and the system will not
accept the designation.

The maximum number of tag pairs that may be defined in a single map is 100.
The minimum is one. The maximum number of tag maps that can be defined is
50. The practicable number of tags that can be copied on schedule will depend
on a variety of factors, such as the protocols of the source and destination
devices, the speed of the slowest device, connection speed and network
capacity, tag types, CPU availability, and specified frequency of copy
operations.

The rate specified, whether On Change or Periodic, is directly related to the
processing performance (CPU Load) of the Gateway. For example, a Tag Map
with a period of 10 milliseconds will use more processing performance than a
Tag Map with a period of 200 milliseconds. As Tag Maps are added, the CPU
Load increases and processing performance decreases. The CPU Load can be
viewed on the Diagnostics screen.

You create sets of source and destination tag pairs and set a rate of copy or
specify copy initiation based on a change in the value of a polling tag. The
software processes the sets by reading from the PLC source tag, and writing to
the PLC destination tag, at the rate desired. The tags may be on PLCs
connected to the Gateway via either a serial or an Ethernet connection. The
Gateway manages the communication requirements of both the source and
destination PLCs.

The Tag Map table provides an update field for each map that shows whether

or not the map updates by polling a tag for a change at a defined interval, or
updates at a specified a time interval.

NOTE

The devices from which the tag values are being read do not have to be
running the same protocol as the devices to which the tag values are being
written. Exercise caution when copying between different tag types.
There is minimal validation of tag types. When the source and destination
tag types differ, data loss or a change of value may occur. For example, if
a REAL is written to a DINT, the value will change, as the REAL uses
IEEE format, which is transmitted bit-by-bit, rather than converted to the
nearest integer value. If the value of the destination is too large to fit into
the destination, the value will change as well, as only part of the source
will be copied to the destination. Similarly, when a tag pair includes a
signed and unsigned type, the value may change.

The one restriction is that tags of type STRING can only be copied to or
from other tags of type STRING. For information about bit copying, see
About Bit Copying Operations.
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To add, modify, or delete tag maps:
1. Click the Tag Maps icon:
* R
* %
+ §

The Tag Maps window appears:

TagMaps (+)(7)(%] (£ DisplayTest
_ Update Condition Status Destination
AllDevices Update every 1 Minutes Inactive DisplayTest bo0TToa[ 10} DisplayTest bool4d1[4]
cip Update every 1 Seconds Inactive DisplayTest bool1s DigplayTest bool15d1[16]
dft-pece Update every 1 Seconds Inactive DisplayTest bool1s DisplayTest sint2d[2]
[ DisplayTest Update every 1 Seconds Inactive | DisplayTest bool1s DisplayTest sint1d
EOH o i . DisplayTest bool1s DisplayTest dint1d1
ongNameTest 4;?*8%’;1& ngggs%%sl‘nﬁg%gsja%ag Inactive DisplayTest.bool1s DisplayTest dint2d1[2
0123456789012345678901 for DisplayTest bool1s DisplayTest int1d
changes every 100 ms
modbus Update every 500 Millseconds Inactive DispiayTest Dool1s DispiayTestint100[10,
modbus TCP Update every 3 Seconds Inactive DisplayTest.bool4s|4) DisplayTest dint1d2
. Update every 2 Seconds Inactive DisplayTest bool4s[4] DisplayTest dint2d2[2
oo Update every 1 Seconds Inactive DisplayTest bool4s[4 DisplayTest bool1d1
s7 Update every 750 Millseconds Inactive DisplayTest boolds]4 DisplayTest bool4d2(4]
f . Ws AL T C DisplayTest bool4s[4] DisplayTest bool16d2[16]
sys2user EEJFE o1 Daps AT 00 naciive DisplayTest.bool8s[8 DisplayTest bool1d2
DisplayTest dint4s[4] DisplayTest bool4d3(4]
DisplayTest intds[4] DisplayTest dint2d3[2
DisplayTest real2s[2] DigplayTestint4d[4]
DisplayTest sint4s[4] DisplayTest real2d[2]

2. Inthe Available Tag Maps work area, view or specify the following
options:

Icon Function Access
&] Add a tag map: Adding Tag Maps

2]
|

x
V4
View live tag data Viewing Live Tag Data

Modify a tag map: Modifying Tag Maps

Delete a tag map: Deleting Tag Maps

Activate a tag map: | Activating Tag Maps

Export tag maps Exporting Tag Maps
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3.4.1 Adding Tag Maps

This topic explains how to create tag maps for copying between PLCs. A
Tag Map represents a collection of Tag Pairs. A tag pair consists of a source
tag and a destination tag. Any configured tag may be specified as a source
tag, but only user-configured tags may be specified as destination tags.

All tag pairs in a specific tag map are copied on the same periodic schedule
or when the value of a single trigger tag changes, depending on the type of
copy scheduling configured. If you select an array as a trigger tag, the
software uses the Oth element of the array as the trigger tag.

e For more information about tags, see Adding Tags.

e For more overall information about tag maps, see Configuring Tag
Maps.
o To better understand how tag copying works, see About Bit Copying
Operations.
To create a tag map:
1. Click the Tag Maps icon:
.8
+ §
+*

The following window appears:

TagMaps (#](7](x] (#] . @ DisplayTest
[ ——— AL T il ——

AllDevices Update every 1 Minutes Inactive DisplayTest.bool163[18] DisplayTest.bool4d1[4]

cip Update every 1 Seconds Inactive DisplayTest.bool1s DisplayTest.bool16d1[16]

dfi-pece Update every 1 Seconds Inactive DisplayTest bool1s DisplayTest sint2d[2]

DisplayTest Update every 1 Seconds Inactive DisplayTest bool1s DisplayTest sint1d

m‘l"]beﬂesting polingTagd0123 DisplayTest bool1s DisplayTest dint1d*
ongNameTest 45678901234567890123456759 Inactive DisplayTest bool1s DisplayTest dint2d*[2]
3152;2?29\33121%435'?1990 for DisplayTest.bool1s DisplayTestint1d

modbus 'Upua:eeven,‘gm M\Iéeccn:s Inactive DisplayTest bool1s DisplayTestint10d[10]

modbusTCP Update every 3 Seconds Inactive DisplayTest bool4s[4] DisplayTest dint1d2

neee Update every 2 Seconds Inaciive DisplayTest boolds[4] DisplayTest dint2d2[2

opi Update every 1 Seconds Inactive DisplayTest.boolds[4] DisplayTest.bool1dl

sT Update every 750 Millseconds Inactive DisplayTest bool4s[4] DispiayTest booldc2{4]

s ; we At 7-44-00 DisplayTest.bool4s[4] DisplayTest.bool16d2{16]

sys2user 251“ S eue T B AT 4400 naciie DisplayTest boolas[s] DisplayTest boold2
DisplayTest dint4s[4] DisplayTest bool4d3[4]
DisplayTest.int4s[4) DisplayTest.dint2d3[2]
DisplayTest real2s[2] DisplayTest intdd[4]
DisplayTest. sint4s[4] DisplayTest.real2d[2]

2. Click the following Tag Maps window icon:
Ld
The Tag Map Editor appears. The Tag Map Editor has two work

areas. The Available Tags list contains a list of all devices on the
Gateway and associated tags.
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The Copy Tags list enables you to configure tag pairs which specify

Available Tags

SSystem
$Use
Disps

the source and destination for a tag copy:

“Tag Map Editor
Copy Tags
Souce. Destination
Name: | I *
On Change Periodic
L <
. Y
Polling Rate: | 100 |ms #
el

From the Available Tags list, select the following:

o Devicel/Tag. To select a device from which you wish to

copy tags, click the device. A selected device turns blue.
Tags available for copying from the selected device appear
in the associated Tag list. To move a tag to the Copy Tags
list, select a tag, select a source or destination cell in the
list, and click the now active Select button:

Ld

The tag moves to the selected location in the Copy Tags list.
You can also copy a tag from the Available Tags table to the
selected tag in the Copy Tags table by double-clicking it.

e Copy Tags. The tags selected to copy from one device location
to another are listed in the Source and Destination columns in
the Copy Tags work area. The following buttons can be used to
add and delete rows in the tag map, and to edit the list of tags.
To select an individual tag in a column, click the tag entry.
Selected tags turn blue. To edit the list:

Add icon. To add a tag row to the Copy Tags work area
in the Tag Map Editor dialog, click the following icon:

Delete icon. To delete a tag row (with or without tags in
the row), in the Tag Map Editor dialog from the Copy
Tags work area, click the following icon:

Once you have your source and destination tag list set
up, enter the following data to complete tag map setup:
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<+ Name. Enter the tag map name (must be unique).
Specify when to copy the tags:
» On Change. Copy tags from source to
destination when the specified tag
changes value:

Name: *

On Change Periodic

Tag: | {DisplayTest polling Tag} * |;J

Polling Rate: | 100 ms #

» Tag. Specify the tag that triggers the copy
by clicking the Tag icon and selecting a
tag from the list that appears.

» Polling Rate. Specify how often to look at
a tag in a controller for a tag value change
since the last time the value was
checked. Range is 10 milliseconds to
1000 milliseconds. Default value is 100
ms.

= Periodic. Copy tags from source to
destination periodically as specified.

= Every n time period at time t. Specify to
copy the tags at a specified time period
of milliseconds, seconds (default),
minutes, hours, or days. If you choose
Days, the copy will happen every day at
the time of day specified.

Name: *

On Change Periodic
L

—

Every: | 1 % | Seconds w

Example: If you define a period of 1
second, and the operation takes 100
milliseconds, then the next operation
begins in 900 milliseconds. If you define
a period of 1 second, and the copy takes
1020 milliseconds, the software executes
the next copy in the least time possible,
which is immediately after finishing the
first copy. Your tag copy will then run
continuously.

47 www.weidmuller.com



Chapter 3: Using the Industrial Gateway Interface 3-31

NOTE

©

If the Copy Tags action references a tag or tags that are no longer
defined, the software provides a Clean Up button to allow you to
remove the listed Tag Not Found tags:

The tags are listed as "$_DeviceUnknown. $_ TagNotFound".

4. Activate icon. Tag maps are inactive when first created. To activate
the tag map, return to the Tag Maps window and click the following
icon on the window:

4

NOTE

If you try to activate a tag map that references a deleted tag in
either the source or destination map, the software warns you there
is a tag that no longer exists. You cannot activate the tag map until
the deleted tag issue is addressed. You also cannot activate a
System Tag Map.

48

e Submit. Saves entered data on Gateway and exits.
e Cancel. Exits without saving changes on Gateway.

3.4.2 Modifying Tag Maps

You may modify a tag map. The tag map has to be made INACTIVE
before you can modify it. When you reactivate the tag map, ALL of the
tag maps will be restarted.

To modify a tag map:
1. Click the Tag Maps icon:
> 8

+* 5
>

The following dialog appears:

Tag Maps [+)(7](%] (£ @3 DisplayTest

Update Condition Status Destination
AllDevices Update every 1 Minutes Inactive DisplayTest bool16s[16] DisplayTest boold4d1[4]
cip Update every 1 Seconds Inactive DisplayTest.bool1s DisplayTest.bool16d1[16]
dft-pcecc Update every 1 Seconds Inactive DisplayTest bool1s DisplayTest sint2d[2]
DisplayTest Update every 1 Seconds Inactive DisplayTest bool1s DisplayTest sint1d

Poll DisplayTest bool1s DisplayTest.dint1d*

NumberTesting pollingTagd0123
longNameTest 45678901234567890123456789 Inaciive

0123456789012345678901 for

changes every 100 ms

DisplayTest.bool1s DisplayTest.dint2d*[2]
DisplayTest bool1s DisplayTest.int1d

DisplayTest bool1s DisplayTest.int104[10]

modbus Update every 500 Millseconds Inactive

modbusTCP Update every 3 Seconds Inactive DisplayTest bool4s[4] DisplayTest.dint1d2
peee Update every 2 Seconds Inactive DisplayTest bool4s|4! DisplayTest dint2d2(2]
ppi Update every 1 Seconds Inactive DisplayTest bool4s[4] DisplayTest bool1d1
s7 Update every 750 Millseconds Inactive DisplayTest boolds[4] DisplayTest bool4d2(4]

DisplayTest.boolds[4] DisplayTest.bool16d2[16]
5playTest bool8s[8] DisplayTest bool1d2
splayTest dintds[4] DisplayTest bool4d3[4]

DisplayTest dint2d3[2]

DisplayTest.int4d[4|

DisplayTest real2a[2

sys2user g&ua'e every 1 Days At 7:44:00 Inactive

DisplayTest int4s[4]
DisplayTest.real2s[2]
DisplayTest sint4s(4)

2. Click the following Tag Maps dialog icon:

3. Make your modifications to the tag maps:
See Adding Tag Maps
4. Confirm the modification(s):
e Submit. Saves the changes to the tag map and exits.
e Cancel. Exits without saving changes to the tag pairs.
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1. Click the Tag Maps icon:

| =
| *{;

3.4.3 Deleting Tag Maps

To delete a tag map:

The following dialog appears:

Tag Maps  [+](] %] Bl + |

AllDevices
cip
df1-peec
DisplayTest

longNameTest

modbus
moedbusTCP
peec

ppi

s7

sys2user

2. Select a Tag Map to be deleted.

(%]

Update every 1 Minutes

Update every 1 Seconds
Update every 1 Seconds
Update every 1 Seconds

Poll
MumberTesting.pellingTag80123
4567800123456789012345678%
0123456789012345678901 for
changes every 100 ms.

Update every 500 Millseconds
Update every 3 Seconds
Update every 2 Seconds
Update every 1 Seconds
Update every 750 Millseconds
Update every 1 Days At 7:44:00
AM

3. Click the Delete icon:

A confirmation dialog appears:

Confirmation Needed ]

Al you sure you wani 1o dekete this Tag hap?

Inactive
Inactive
Inactive
Inactive

Inactive

Inactive
Inactive
Inactive
Inactive
Inactive

Inactive

DisplayTest

DisplayTest bool16s[16]
DisplayTest.bool1s
DisplayTest.bool1s
DisplayTest bool1s
DisplayTest bool1s
DisplayTest bool1s
DisplayTest.bool1s
DizplayTest bool1s
DisplayTest boolds[4]
DisplayTest boolds[4]
DisplayTest.boolds[4]
DisplayTest.bool4s[4]
DisplayTest boolds[4]
DisplayTest bool8s[8]
DisplayTest dinids[4]
DisplayTest intds[4]
DisplayTest.real2s[2]
DisplayTest.sintds[4]

DisplayTest bool4d1[4]
DisplayTest.bool16d1[16]
DisplayTest.sint2d[2]
DisplayTest sint1d
DisplayTest dint1d”
DisplayTest dini2d*[2]
DisplayTestint1d
DisplayTestint10d[10]
DisplayTest dint1d2
DisplayTest dini2d2[2]
DisplayTest.bool 1d1
DisplayTest bool4d2[4]
DisplayTest bool16d2[16]
DisplayTest bool1d2
DisplayTest bool4d3[4]
DisplayTest dini2d3[2]
DisplayTest.int4d[4|
DisplayTestreai2di2]

Only inactive maps can be deleted.

4. Confirm the deletion:

o Yes. Deletes the selected tag map and exits.

¢ No. Exits without deleting the selected tag map.
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3.4.4 Exporting Tag Maps

You may export a tag map as a compressed .csv file as follows:
Row one of the exported .csv is Tag Map Properties. All fields are enclosed in
single quotation marks. If the Tag Map is “Periodic”, then the first row contains:

e Map Name, 'Periodic', 'Periodic Interval', 'Units', 'Use TimeOfDay',
"TimeOfDay'
If the unit used for the scheduling period is less than one day, the last
two fields are empty.

e If the Tag Map is 'OnChange’, then the first row contains:
- Map Name, 'OnChange’, 'OnChange Tag', 'Polling Rate', 'ms'

e Subsequent rows contain source and destination tag pair mappings,
with the source tag first, and the destination tag second:

- 'srcDeviceName.TagName', "'TagAddress', 'DataType',
- 'destDevice.TagName', 'TagAddress', 'DataType'

To export a tag map:
1. Click the Tag Maps icon:
+» §
e
+ §

The following dialog appears:

g —— — -
TagMaps (7] (.0 DisplayTest
i— 0 S -
AllDevices Update every 1 Minutes Inactive DisplayTest.bool165[16] DisplayTest booldd1[4]
cip Update every 1 Seconds Inaciive DisplayTest bool1s DisplayTest bool 16d1[16]
df1-pcec Update every 1 Seconds Inactive DisplayTest.bool1s Display Test.sint2d[2]
DisplayTest Update every 1 Seconds Inactive DisplayTest.bool1s DisplayTest sint1d
Foll DisplayTest bool1s DisplayTest.dint1d*
NumberTesting polingTag90123 N N I
ongNameTest 45578901234567890123456789 Inactive DispiayTest bool1s DisplayTest dint2d"[2
?:sﬁ;é’;";%zy%%ﬁ?zagn for DisplayTest boolls DisplayTest int1d
modbus Update every 500 Millseconds Inactive DisplayTest.bool1s _ DisplayTest rfm’[”
modbusTCP Update every 3 Seconds Inaciive DisplayTest OCMSM_ DisplayTest “!nn”‘
poce Update every 2 Seconds Inactive DisplayTest boolds[4] DisplayTest dint2d2[2
ppi Update every 1 Seconds Inactive DisplayTest boolds[4] DisplayTest bool 1d1
57 Update every 750 Millseconds Inactive DispiayTest.bools4] DisplayTest.booldd2{4]
» Update every 1 Days At 7:44:00 . DisplayTest boolds[4] DisplayTest.bool16d2[16]
sys2user A ’ ! Inactive .
! AM DisplayTest boolgs[3] DisplayTest bool1d2
DisplayTest dintds[4] DisplayTest booldd3[4]
DisplayTest intds[4] DisplayTest dint2d3[2
DisplayTest real2s[2] Display Test int4d[4|
DisplayTest.sint4s[4] DisplayTest.real2d[2]

2. Select a tag map to export, and click the following Tag Maps Export icon.

i

The User Interface prompts you that it is downloading the export file.

Downkead completed.

1004
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Depending on the browser, browser settings, and computer operating
system, you may be prompted to choose your download location, or
the exportation source and destination tag pair mappings, with the
source tag first, and the destination tag second:ted file is downloaded
to the Downloads directory (or other, designated folder).

3.4.5 Activating Tag Maps

This topic explains how to activate a tag map.

To activate a tag map:

NOTE

Tag maps are inactive when first created. When you activate the
tag map, ALL currently active tag maps in your list are restarted.

1. Click the Tag Maps icon:
. .-:.
» ¥
.

The following window appears:

TagMaps (#)[7](%] (£ - &
_ Update Condition

AllDevices
cip
df1-pcce
DisplayTest

longNameTest

modbus
modbusTCP
pece

ppi

El

sys2user

2. To activate the tag map, click the following icon:

(8]

3. To deactivate the tag map, click the icon again.

Status
Update every 1 Minutes Inactive
Update every 1 Seconds Inactive
Update every 1 Seconds Inactive
Update every 1 Seconds Inactive
Poll
NumberTesting.pollingTagd0123
45678801234567890123456759 Inaciive
0123456789012345678901 for
changes every 100 ms.
Update every 500 Millseconds Inaciive
Update every 3 Seconds Inaciive
Update every 2 Seconds Inaciive
Update every 1 Seconds Inaciive
Update every 750 Millseconds Inaciive
ypﬂa'eever, 1 Days At 7:44:00 Inaciive

DisplayTest

DisplayTest bool16s[16]
DisplayTest.bool1s
DisplayTest.bool1s
DisplayTest.bool1s
DisplayTest.bool1s
DisplayTest.bool1s
DisplayTest.bool1s
DisplayTest bool1s
DisplayTest bool4s[4]
DisplayTest bool4s[4]
DisplayTest boolds[4]
DisplayTest boolds[4]
DisplayTest boolds[4]
DisplayTest bool8s[8]
DisplayTest dintds[4]
DisplayTest intds[4]
DisplayTest real2s[2]
DisplayTest sintds[4]

Destination

DisplayTest bool4d1[4]
DisplayTest bool 16d1[18]
DisplayTest.sint2d[2]
DisplayTest.sint1d
DisplayTest.dint1d”
DisplayTest.dint2d " [2
DisplayTest.int1d
DisplayTest int104[10
DisplayTest dint1d2
DisplayTest dint2d2[2
DisplayTest bool1d1
DisplayTest bool4d2[4]
DisplayTest bool16d2[16]
DisplayTest bool1d2
DisplayTest bool4d3[4]
DisplayTest dint2d3[2
DisplayTest int4d[4]|
DisplayTest real2d[2

NOTE

If you try to activate a tag map that references a deleted tag in
either the source or destination map, the software warns you that
tag(s) no longer exist. You cannot activate the tag map until the
deleted tag issue is addressed.

51
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3.4.6 Viewing Live Tag Maps

Use this option to view live tag data values on source and destination tags in
a tag map.

For source tags, the tag value is displayed after being read from the source
device and after any word or byte swapping has been performed. For
destination tags, the tag value is displayed after any byte or word swapping
has been performed. The data is shown in the type format (for example, INT,
REAL, STRING). The tag values showing in the source and destination lists
are refreshed as they change, which depends on the copying rate. You may
also choose to view the data in Hexadecimal format. Tags that have not been
read or written use the following characters: --- (three dashes) to show no
values at present.

NOTE

When configured for ModbusTCP, the Siemens S7-1200 and S7-1500
PLCs store tag values with the least significant word first, whereas the
Gateway requires tag values to have the most significant word first. Other
Modbus devices may also store values with the least significant word
first. To ensure that the Gateway operates on the correct values, the Word
Swap check box must be checked on all tags configured in the Gateway
for these devices. Because the Gateway swaps source tags before
displaying their values in the Live Tag Viewer, source tag values will
appear correctly. Destination tags are displayed after the Gateway
performs the swap (in preparation to write it to the device with the
required least significant word first). Thus, these tags will appear in word-
swapped order under the Destination column of the Live Tag Viewer. For
example, a DINT tag with hex value 0x12345678 (decimal value
305419896) will be displayed as 0x56781234 if the “Display as Hex”
checkbox is checked or as the decimal value 1450709556 if the checkbox
is unchecked. Note that these tags are copied correctly; this is strictly a
presentation issue for the destination tags in the Live Tag Viewer.

For more information, see S7-1200 and S7-1500 Modbus Tag Values
Appear in Word-swapped Order in Live Tag Viewer

NOTE

Tag maps are inactive when first created. When you activate the tag
map, ALL currently active tag maps in your list are restarted.

If source and destination tags do not reference the same amount of memory
space, then the number of array entries is limited to only the smallest.

Example 1:

dev. BOOL[8] => dev. BOOL[3] (OR dev. BOOL[3] => dev. BOOL[8]) would
be displayed as:

Source Destination

dev. BOOL[0] dev. BOOL[0]
dev. BOOL[1] dev. BOOL[1]
dev. BOOL[2] dev. BOOL[2]
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If the data types do not match, the display of tag array entries and their
values include blank rows to keep corresponding source and destination
values aligned. EXAMPLE 2

dev. INT[8] => dev. REAL[2] would be displayed as:

Source Destination

dev. INT[O] dev. REAL[0]

dev. INT[1]

dev. INT[2] dev. REAL[1]

dev. INT[3]

If tags cannot be read or written because the device and/or tag configuration
is incorrect or the device is offline, the Live Tags view shows {ERR}:

W modbusRTU.str {ERR}

If the source tag cannot be read, both source and destination values show
as {ERR]}. If the destination tag cannot be written, only the destination value
will be shown as {ERR}.

The format of the value display is dependent on the state of the hex display
check box, and the data type of the value. The following table lists formats
for each condition:

Hex display unchecked| Hex display checked

Integer types decimal hex

Real decimal IEEE 754 hex

String ASCII ASCII
Boolean decimal/binary hex

To view the values:
1. Click the Tag Maps icon:
=
» ¥
P

The following dialog appears:

TagMaps [+](7](%) (£ ./&@ DisplayTest
i e— 72 OO, S e R 050200
AllDevices Update every 1 Minutes Inactive DisplayTest bool 165 16] DisplayTest bool4d1[4]
cip Update every 1 Seconds Inactive DisplayTest bool1s DisplayTest bool16d1[16]
dft-peee Update every 1 Seconds Inactive DisplayTest bool1s DisplayTest sint2d[2]
DisplayTest Update every 1 Seconds Inactive. DisplayTest.bool1s DisplayTest.sint1d
Poll DisplayTest bool1s DisplayTest dint1d*
NumberTesting.polling Tagg0123 = ———
ongNameTest 45678901234567890123456789 Inactive DisplayTest.oool1s DisplayTest.dint2d"[2
915%32;2%%‘21%%%%;590 for DisplayTest bool1s DisplayTestint1d
¢ ¥ 100 me :
medbus Update every 500 Millseconds Inactive DisplayTest bool1s DisplayTestint10d[10
modbusTCP Update every 3 Seconds Inactive DiplayTest boolds[4 DisplayTest dint1d2
pece Undate every 2 Seconds Inactve DisplayTest boolds[4] DisplayTest dint2d2[2
oo Update every 1 Seconds Inactive DisplayTest boolds[4 DisplayTest bool1d1
57 Upaate every 750 Millseconds Inactive DigplayTest.bool4s[4] DisplayTest.bool4d2[4]
» . Update every 1 Days At 7:44:00 . DisplayTest boolds[4] DisplayTest bool16d2[16]
Syeduze A nacte DisplayTest boolgs(a DisplayTest bool1d2
DisplayTest dint4s[4] DisplayTest bool4d3[4]
DisplayTest intds[4 DisplayTest dint2d3(2
DisplayTest real2s[2] DisplayTest int4d[4
DisplayTest sintds}4 DisplayTest real2q[2
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2. Select a tag map that is active, and click the following icon:
i
The Live Tag Maps dialog appears. The data being copied between
Source and Destination PLCs is constantly displayed.
The values are sampled at one-second intervals.

Live Tag Map Viewer

Show values in hex: [
Source Destination
P W DisplayTest.boollés [16] P W DisplayTest.boolddl [4]
W DisplayTest.boolls 1 » W DisplayTest.boollsdl [16]
W DisplayTest.boolls 1 P B DisplayTest.sint2d [2]
W DisplayTest.boolls 1 W DisplayTest.sintild ]
W DisplayTest.boolls 1 W DisplayTest.dintidl -]
W DisplayTest.boolls 1 P W DisplayTest.dint2dl [2]
W DisplayTest.boolls 1 W DisplayTest.intld -]
W DisplayTest.boolls 1 » W DisplayTest.intled [18]
P B DisplayTest.boolds [4] W DisplayTest.dintid2 13
» W DisplayTest.boolds [4] » W DisplayTest.dint2d2 [2]
» W DisplayTest.boolds [4] W DisplayTest.boolldl 1
P W DisplayTest.boolds [4] P W DisplayTest.booldd2 [4]
P W DisplayTest.boolds [4] P W DisplayTest.boollsd2 [16]
» W DisplayTest.bool8s [8] W DisplayTest.boolld2 2]
P W DisplayTest.dintds [4] P ¥ DisplayTest.booldd3 [4]
» W DisplayTest.int4s [4] » W DisplayTest.dint2d3 [2]
» W DisplayTest.real2s [2] P B DisplayTest.intdd [4]
P W DisplayTest.sintds [4] » W DisplayTest.real2d [2]
|3

3. To view array values, click on the arrow associated with the array.
The values appear on an indented, drop-down list in the column:

I"" W DisplayTest.boolds [4

DizplayTest.boolds

DizplayTest.boolds

DisplayTest.boolds

$& &S

i T s T e IO
LT R TR -
d bl | el

@ @

BisplayTest.boolds
4. To hide the values, click the arrow again.

e Show values in hex. To view the values in hexadecimal
format, select this option:
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Live Tag Map Viewer
Show values in hex: W

Source

b W DisplayTest.boollss [16]

W | DisplayTest.boolls
DisplayTest.boolls
DisplayTest.boolls
DisplayTest.boolls
DisplayTest.boolls

DisplayTast.boolls

¥ F F ¢ FF

DizplayTast.boolls

» W DisplayTest.boolds [4]
» W DisplayTest.boolds [4]
» W | DisplayTest.boolds [4]
» W  DisplayTest.boolds [4)
P W DisplayTest.boolss [4)
» W DisplayTest.poolSs [8]
» W DisplayTest.dintds [4]
b W DisplayTest.intds [4]
b W DisplayTest.realls [2]
» W DisplayTest.sintds [4]

Destination

P W DisplayTest.boolddl [4]

axl » W DisplayTest.boollsdl [16] |
anl P W DisplayTest.zint2d [2] I
el W DisplayTest.sintld el
el ¥ DisplayTest.dintldl AxdedDeddl
%] b W DisplayTest.cintidl [2]
2l W DisplayTest.intld [ )
2l P W DizplayTast.intlad [18)
b W DisplayTest.dintla? [

b W DisplayTest.cint2d2 [2]

W DisplayTest.boolldl ox@
» W DisplayTest.booldd2 [4]
b W DisplayTest.booli6d? [16)

W DisplayTest.boolla? ex1
b W DisplayTast.boclddd [4)
b W DisplayTest cint2d3 [2]
P W DisplayTest.intdd [4]

» W DisplayTest.realld [2]

Polling Tag Value. Shows the current polling tag value when
the tag map trigger is set to On Change. Shows the value when
the tag can be read and displays {ERR} if the tag cannot be
read. If no value has been read, or the tag is not yet initialized,
shows three dashes (---). If the tag value is too long to fit into the
column, the tag value is truncated. (An ellipsis is used to indicate
the truncated value.) Hover over the field to show the full tag
name and its value. If the polling tag is a numeric type, the value
appears in decimal format when the Show values in Hex
checkbox is unchecked; in hexadecimal value when the
checkbox is checked:

Live Tag Map Viewer

Show values in hex: [ Polling Tag Value:[I]

5. To close, click X on far right of window.
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Section 3.5 Identifying the Industrial Gateway

This information uniquely identifies the Gateway. The information includes
the module's MAC address, the model ID, a name, and a description.

To access the option:

1. Click the Identification icon:

1 CAEN

The Gateway Identification dialog appears:

Identification

MAC Address: 00:02:83:F0:00:64
Model Number: | |E-UGW-2TX-4RS232/425
Mame:
Description:

2. View or specify the following settings:

o MAC Address. Not editable. The MAC address is a 12-digit
hexadecimal string that can be also be obtained from the
Industrial Gateway label.

¢ Model Number. Not editable. Lists the model number of your
Gateway. This is also the catalog number.

¢ Name. Text name that uniquely identifies your Gateway. 63
characters maximum. Allowable characters areatoz, AtoZ, 0
to 9, dash, underscore, and comma. May not use spaces,
percent sign, caret, semi-colon, back slash, double quote, single
quote, back quote, angle brackets, braces, and ampersand.
Example: Weidmuller1. The name is displayed as the tab name
in the browser window.

o Description. Text description for location and comment
information. Example: Master Gateway for Testing.

3. When finished making changes to the Gateway Identification, click
either of the following to exit:

¢ Submit. Saves changes.
¢ Cancel. Resets any modified fields on the dialog.
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Section 3.6 Configuring Network Settings for the Industrial Gateway

The Gateway Network Settings are used to set up the network parameters.

NOTE
When assigning IP addresses across the system, (ETH1) DO NOT
@ overlap with IP addresses used elsewhere.
NOTE R
Keep the following in mind: the gateway and DNS addresses are
@ only necessary if using NTP; otherwise, only address and subnet
mask needed are.

57

The Gateway Ethernet ports, PORT1 and PORT2, provide an interface
between a network and the Gateway and access to the Gateway User
Interface from the network. Both ports communicate at 10/100 Mbytes per
second over an Ethernet connection. Each Gateway is assigned a unique
MAC address. Both Ethernet ports are assigned a single IP address. The
MAC address is listed on the label on your Gateway. During setup, you can
configure the Ethernet connection as a DHCP client or with a static IP
address.

Configure the Gateway using an Ethernet cable to make a connection
between either Ethernet port on the Gateway front panel and a PC. Before
you can communicate with the Gateway, a power supply needs to be wired
into the PWR terminal strip on the Gateway front panel and plugged into an
outlet in a controller cabinet or other power source. Once power is applied
to the Gateway, the Gateway starts up and shows the default
192.168.1.100 address that is the initial starting IP address for the device
displayed on the OLED display, along with troubleshooting information.
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To configure network settings:

1. Click the Network icon:

i
i =

The Network Setup window appears:

Network
Stavc IP DHCP Cllent
L) v
IP: | 152 168 164,143 L
Subnet Mask: | 252552550 W
Gareway: | 152 1881841
DNS1: 162 168011
DNS2: 152 16830 12

2. View or specify the following options:

e Connection type. Identifies whether to use static or dynamic
address configuration for the network connection:

- Static IP. Default option. Static means that an IP address
is entered manually and does not change until you
change it.

% IP. Select a valid Static IP address in the Network.
Enter the Industrial Gateway IP Address. The
default address the Gateway ships with is
192.168.1.100. During installation, you will likely
change this address to an IP address that works in
your network.

«» Subnet Mask. Enter subnet mask address.
This value is typically 255.255.255.0.

« Gateway. Default when shipped is 192.168.1.1. If
needed, enter Gateway address suitable for your
network.

+»» DNS1. Default when shipped is 8.8.8.8.
Enter the primary DNS value.

«» DNS2. Lists a secondary DNS value.
For the Gateway, this value may be set to a
different value. If the primary connection fails, the
secondary is available.
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NOTE If an NTP timer server is configured, The Gateway must have access to
the Internet and a gateway and at least one DNS server must be
@ configured. This does NOT apply if the Gateway is on the same subnet

as the server. If the server is specified with an IP address (rather than a
name), no DNS addresses are necessary.

- DHCP Client. If you have a DHCP Server installed and
configured on the network, select this option to allow the
Gateway to get an ETH1 IP address from the designated

DHCP server for a designated lease period when the
Gateway starts up.

e Submit. Saves data on Gateway and exits. If you enter a
gateway address that is not on the same subnet as the IP
address and subnet mask, you will see the following error

e Cancel. Exits without saving data from Gateway.
Section 3.7 Configuring Serial Communications Setup

A Gateway provides RS-232/RS-485 serial communications via two or four
serial ports (Serial 1 and Serial 2, Serial 3, and Serial 4). Serial Ports 3 and 4
pertain only to the IE-UGW- 2TX-4RS232/485 model. You may connect the
Gateway via these ports to external programmable logic controllers (PLCs) or
other devices. You can configure each available serial port for either an

RS-232 or RS-485 connection as part of adding a device to the Gateway. See
Adding Devices, earlier in this chapter.

If the protocol is changed for a previously configured serial port, the serial port

reverts to an unconfigured state (no port selected). The field remains bordered
in red until you reconfigure the port.
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To configure serial ports for the Gateway:

1. From the Devices window, select the PLC for which you wish to
configure a serial port:

Device Properties

Device Name: [modbusASCH ]*
Protocol: | ModbusASCII ~
Serial Port: | Serial 3 * [ Configure |
SlavelD: | 4 *
Response Timeout: | 4 seconds
Retry Count: | 2 *
End of Message Delay: | 8 characters &
Min Command Delay: | 150 milliseconds %

| v Test Device Connection

2. Select the Configure button.
The Serial Port Setup dialog appears:

Serial Port Setup
Serial Port: | Port3 w

Baud Rate: | 19200 «

Data Bits:
Stop Bits: | 1 »

Parity: | none w

Handshake: | none A

Connection Type:

3. View or specify the following Communications Settings options for
the selected serial port (3):

o Port. Selected. You can change this port if other serial ports
are still available.

¢ Baud Rate. Specifies the speed at which the serial port
sends data. Rates are 1200 through 115200. Select the
desired rate from the dropdown menu for the port.

o Data Bits. Specifies word length. Lengths are 7 or 8 bits. If
you can specify the value (the dropdown is not grayed out),
select the desired length from the dropdown menu.
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Stop Bits. Specifies number of stop bits to use. Numbers are 1
or 2. Select the desired number from the dropdown menu.

Parity. Specifies parity to use. Options are none, odd, or even.
Select the desired option from the dropdown menu.

Handshake. Defines whether or not to use handshaking, and.
the handshaking type. Options are none, RTS/CTS,
X-ON/X-OFF. Select the desired option from the dropdown menu.

Connection Type. Defines whether to use the Gateway's
RS-232 or RS-485 serial communication.

Submit. Saves the entered connection data on Industrial
Gateway. The software prompts you that the data settings were
successfully modified. Click OK.

Cancel. Exits without saving data from Industrial Gateway.

Section 3.8 Configuring Time Setup for the Industrial Gateway

The Gateway tracks date and time, and uses the data to timestamp Gateway
operations, such as log entries. You specify that Gateway time and date is
either set manually (default selection) or via the NTP, using either a local or
remote Network Time Protocol (NTP) server. If you are connecting to a remote
server over the Internet, you must configure a gateway address and at least
one DNS address or you must configure the Gateway to use DHCP.

NOTE

An operating system anomaly exists which does not allow for Date/
Time settings beyond January 19, 2038 3:14:07 AM GMT.
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To configure Industrial Gateway time and date settings:
Click the Time icon:

£

The Time Setup window appears.
(Default window shows current Gateway date and time information):

Time

Industrial Gateway Date/Time: 5 Aug 2021 / 12:50:24 am

New Date:
Manual
vl New Time: 12

Apply DST: [
Update Rate: 1 %  Days ~

[ ] NTP Server Address:  NTP 1 | %

GMT Offset: GMT-07:00 Mountain Time (US & Canada) ~
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2. View or specify the following options:

Industrial Gateway Date/Time. Shows current time and date on
the Gateway as configured using either Manual or NTP.

New Date: | 02/05/2021

Manual
L] New Time: | 12 * o |40 * | AM w

Manual.

Select the current date from the the calendar.

Specify the current time in hours, minutes, and AM or PM.

This is commonly based on the Gateway's physical location.

- New Date. Shows field containing current date on

Gateway. The field is not directly editable. To make
changes, select the date from the calendar. The
calendar closes only after you select a date:

Industrial Gateway DateTime: 5 Aug 2021 /01:25:29 am

New Date: | 08/05/2021 |

New Time: | € August | 2021 v >

Su Mo Tu We Th Fr Sa

Apply DST: . 9 10 1 12 13 14

Update Rate: 15 16 17 15 19 20 21
22 23 24 25 26 27 28
NTP Server Address: - & .
29 30 3

GMT Offset:

— New Time. Shows current time on Gateway as read
from the PC. This field is not directly editable. The
hour and minute fields are directly editable. To
adjust the time, enter the new time in the fields
provided and use the up and down arrows to select
AM or PM.

Mew Time: 4 1M * FM oW
NTP. Allows Gateway to synchronize its time using a Network
Time Protocol (NTP) server. Settings are grayed out until the
checkbox is selected.
The field is editable:

Apply DST: [v]
Update Rate: | 1 % Hours v
NTP
L NTP Server Address: - | %
GMT Offset: | GMT-05:00 Pacific Time (US & Canada) v
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Apply DST. Applies a Daylight Savings Time adjustment
to the Gateway only for the NTP option.

Update Rate n time. Defines how often the Gateway
updates its date and time using the NTP server. Specify
an integer for a count, and select from Hours, Days,
Weeks or Months for a unit in the time field. At each
specified time interval, the Gateway attempts to get the
time:

+« If it cannot get the time from the server, it repeats
the time update attempt every fifteen seconds as
long as the Gateway is active.

¢ If you turn off NTP updating, the Gateway stops
trying to update the time using this method.

¢ If you turn NTP updating back on, the Gateway
returns to trying to update the time every fifteen
seconds.

NTP Server Address. Lists Internet locations of servers
that provide network time synchronization. The address is
also directly editable. You can supply the IP address of
any NTP server either external or internal. Select a server
location that describes the continent on which the
Gateway is located. Example: north-
america.pool.ntp.org

GMT Offset. Lists time zone information. Select the time
zone in which the Industrial Gateway is located. Example:
GMT-07.00 Mountain Time (US & Canada)

e Submit. Saves new selections on Industrial Gateway.

e Cancel. Reverts any changes on the window. If you try to exit the
window without saving your changes, the software asks you to
confirm the exit without saving changes.

Section 3.9 Configuring Industrial Gateway Operations
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You can reboot, backup, upgrade firmware, reset the Gateway to factory
default settings, restore data and upgrade protocols*.

To access the options:

1.

Click the Operations icon:

.\_‘.. "'\;j
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2. The Industrial Gateway Operations dialog appears (with the
current firmware version running on the Gateway):

Operations

Version: 2.0.85

' N :74
A Reboot b’ Reset to Default Config
i
r — I =
M= — Backup ﬂ;j - Restore

=
ﬂ Update Firmware

3. From the dialog, select the appropriate function:
¢ Rebooting the Gateway
e Backing Up Gateway Data
e Updating Firmware
¢ Resetting the Gateway to Default Configuration
¢ Restoring Gateway Data
¢ Upgrading Protocols*

NOTE *The current firmware does not support the option to upgrade
protocols. The referenced information is included only for the
purpose of potential, future updates.

3.9.1 Rebooting the Industrial Gateway

Restarts the Gateway. Rebooting is one of the first steps to take if your
Gateway does not function correctly for any reason. The reboot usually starts
your Industrial Gateway up with all services restored and running properly.

To reboot the Gateway:
1. Click the Operations icon:

& '-':\:_:l

F
P

The following dialog appears:
Operations

Version: 2.0.85

L %, 4

A Reboot ?, Reset to Default Config
T

F - " =

ﬁ:}_: Backup g::. = Restore

r

d Update Firmware
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2. Click Reboot:

ﬁ Reboot

3. The following dialog appears:

Confirmation Needed ﬂ

Are you sure you want to reboot?

4. Confirm the reboot:

e Ok. Reboots the Gateway and exits the Gateway user login.
e Cancel. Exits without rebooting the Gateway.

The software reboots the Gateway:

Gateway is now rebooting. You may refresh the browser in a few minutes.

5. Once the Gateway has fully rebooted, reload your web browser
and log back in to your Serial Communications Gateway.

3.9.2 Backing Up Industrial Gateway Data

It is recommended that you regularly make a copy of all the data on your
Gateway on a separate device, such as a personal computer or other
storage device. To back up your data:

NOTE

Backing up a very large database may take some time. Please wait
@ until the backup completes before moving onto your next task.
NOTE

IP addresses and Passwords are not saved as a part of the backup
configuration file.
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1. Click the Operations icon:

&
P

The following dialog appears:

Operations

Version: 2.0.85

F S
Reboot ); Reset to Default Config
v/
F o= L R
d{)_: Backup ﬁ::l - Restore

"
ﬂ Update Firmware

2. From the dialog, click Backup:

e oy
‘Ij{;;i Backup

The User Interface prompts you that it is building and downloading
the backup file.

Download completed.

100%

R

3. Click OK.

4. Depending on the browser, browser settings, and computer operating
system, you may be prompted to choose your download location, or the
exported file is downloaded to the Downloads directory (or other,
designated folder).

3.9.3 Updating Firmware

Replaces firmware on the selected Gateway. The firmware is the software that
runs the Gateway. Replacing firmware does not change, replace, or delete
your data or settings on the Industrial Gateway.
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NOTE

@

You cannot reverse a firmware update once it has been installed or
re-install an earlier version. Before updating your Industrial Gateway
Gateway, back up your existing database files. This provides a
safety feature so that your data remains intact, and can be restored
if you encounter problems with the upgrade. To back up your files,
see Backing Gateway Data.
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To update firmware:

Click the Operations icon:

&
i

The following window appears:

Operations

Version: 2.0.85

r % 17_;'
A Reboot ;V' Reset to Default Config
'y
r - —
&= Backup ﬁ;j ; Restare

r
ﬂ Update Firmware

2. Click Upgrade Firmware:

m Update Firmwars

An updating and a firmware update file selection dialog appear:

Navigate to the directory in which your firmware file is located. This
directory can be on a personal computer drive or a network server.
Select the correct file.

Example: name_n.nn.tar.gz where n.nn is the version.

The software loads the selected firmware onto the Gateway:

Upicading File.. BIocK 73 of 332

1%
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4.

The software also prompts you about progress as it is installing the
update:

Instaling upagrade

20%

The software prompts you when the update is completed and reboots
the Gateway.

After the Gateway reboots, and before logging back onto the Gateway,
clear the Internet browser's cache. Then log back onto your Gateway.
Once logged in, check that the right version of the software is
installed (listed on Operations window).

3.9.4 Resetting the Industrial Gateway to Default Configuration

Resetting a Gateway to its factory default configuration using the software
removes all user-entered data that is on the Gateway. It does not affect the
Protocol level of the device. If a device has been upgraded, a reset does not
downgrade the level.

The Gateway reset to default returns the Gateway to its factory configuration
settings as follows:

The default device network configuration, including address set to
Static IP address of 192.168.1.100.

All serial ports are set to 19200, 8/1/None/RS-232.

Time is configured as Manual, DST unchecked, NTP update rate set
to 1 Day.

Security is set to no MAC addresses entered, Blacklist selected,
Enabled deselected; Ping allowed.

Login password is set to default value (Detmold). User name (admin)
is not editable.

All Devices, Tag Maps, and Traces are removed, with the exception of
$System device and its tags, and the $User device. Any tags added to
the$User device are removed.

User-configured ldentification information is cleared.
All trace file and logs are cleared, except for the Reboot log.

If the reset to default fails, the Gateway will be in an error condition. If this
happens, call Technical Services for further help.

68
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To reset the Gateway to factory default settings using software:

1. Click the Operations icon:

A

The following dialog appears:

Operations

Version: 2.0.85

L (i
m Reboot ) Reset to Default Config

@; Backup W Restore

m Update Firmware

2. Click Reset to Default Config:

")g_f Reset to Default Config
The following dialog appears:

Confirmation Needed

A2 YOU Sure yaou want to reset Gatewsay's configuration
Dack o derauns?

B

3. Confirm the reset:
e Yes. Restores the factory default settings and exits.
¢ No. Exits without restoring the factory default settings.

The software prompts you when the reset is done and reboots
the Gateway.
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NOTE

©

You may also choose to reset the Gateway using the Reset switch on the
Gateway front panel. Resetting the Gateway using the Reset switch provides

two options. You can:

e Reboot the system, maintaining its current configuration. To do so, insert
a paper clip into the Reset switch on the Gateway and press gently and
briefly, for less than 15 seconds. While pressing the button during the
first 15 seconds, the display reads Reboot, hold to Factory reset xx
sec. The xx is a countdown starting from 15. Once the Gateway starts to
reboot, it restarts all processes, and checks database integrity. If the
database is missing or corrupt, a new default database is created. This
allows you to log-in and restore a back-up.

e Reset to factory defaults. Insert the paper clip and press gently for more
than 15 seconds. For the first 15 seconds, the display reads For Defaults
Hold xx sec. After 15 seconds, the display reads Factory reset. Once
the Gateway starts to reboot, it restarts all processes, and checks
database integrity. If the database is missing or corrupt, a new default
database is created. This allows you to log-in and restore a back-up.

NOTE

The Gateway may become unresponsive if you double click the switch.
You will need to cycle power.

The Gateway reboots, restarts all processes, and checks database integrity.
If the database is missing or corrupt, a new default database is created.
This allows you to log-in and restore a back-up.

3.9.5 Restoring Gateway Data

Restores a previous data backup on the Gateway. In order to restore to a
Gateway, you must have a previous data backup file. See Backing Up Gateway
Data.

NOTE

During a Gateway restore operation, there is no change to the network
configuration or to the administrator password. You also cannot restore
the Gateway from a non-Gateway, or related device.
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To restore a data backup:
1. Click the Operations icon:

y
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The following dialog appears:

Operations

Version: 2.0.85

r 1\ .{74
A Reboot ); Reset to Default Config

4

@t Backup @_' Restore
m Update Firmware

2. From the dialog, click Restore:

H": Restore

3. Afile selection dialog appears. If necessary, navigate to the directory in
which your backup files are located. This directory can be on a personal
computer drive or a network server.

4. Select the correct file.

5. Click Open. The software informs you that it is restoring the backup on
the Gateway:

Restoring Backup. .

20%

The software informs you when the software backup restoration is
complete and informs you that it is rebooting the Gateway:

Restore completed. Gateway is now rebooting
You may refresh the rowsar in a Tew minules

100%

6. Wait a few minutes, then refresh your Gateway browser, and, if
necessary, log back in.
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3.9.6 Upgrading Protocols

Allows you to access to additional protocols via an upgrade.

While the current firmware does not support this feature, with future updates, it
may be possible to access additional protocols through the purchase of an
upgrade key.

NOTE Before upgrading the Industrial Gateway, be sure to back up your

@ existing database files. This provides a safety feature so that your
data remains intact and can be restored if you encounter problems

with the protocol upgrade. To back up your files, see Backing Up
Your Serial Communications Gateway Data. If at any point you

need to do a factory reset of the Gateway, your upgrade is retained.

To upgrade protocols after a successful firmware update, see Firmware
Update, and proceed with the following steps:

1. Click the Operations icon:

L

The following dialog appears:

Operations

Version: 2.0.85

» Ry

A Reboot ), Reset to Default Config
v

r — - -

ﬁ:)_'_ Backup &p ~ Restore

'41 Update Firmware

2. Click Upgrade Protocols:

_“=, Upgrade Protocols

3. An upgrading selection dialog appears. To complete the upgrade,
copy the 52-digit upgrade key into the Upgrade Key field.

4. Click Submit. The software prompts you when the upgrade is
completed and reboots the Gateway.

5. After the Gateway reboots, and before logging back onto the
Gateway clear the Internet browser's cache. Then log back onto the
Gateway. Once logged in, check that the right version of the
software is visible under Operations.
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Section 3.10 Configuring Security Setup for the Industrial Gateway

The Gateway provides security features that allow you to control network access to the

Gateway.
NOTE Please keep the following in mind:
@ o The MAC address that you enter in the security settings is a 12-
digit hexadecimal string that can be obtained from blacklist

registries on the Internet or from your security or network
administrator. If you have internal computers you wish to exclude,
run a command shell and type ipconfig/all (Windows) and ifconfig
(Mac). The MAC address for your computer is listed.

o If you whitelist a MAC address, the same firewall settings apply as
for a blacklist address.

o When you enter a MAC address into the Whitelist, ONLY the
personal computer or device with that MAC address will be able to
access the Gateway. No other devices can access it. If you have
checked the Allow Ping checkbox, only the MAC address from the
Whitelist will be allowed to ping the Gateway.

e If you blacklist a MAC address, all traffic from that address is
blocked, regardless of how safe that traffic may be. Even if you
select Allow Ping, blacklisted MAC addresses are prevented from
pinging the Gateway.

To configure security for the Industrial Gateway:
1. Click the Security icon:
ot

The Security Setup window appears:

Security

Allow Ping: (] Blacklist v Enable | s |

bl — D51

Front Panel Display

e | e | e

192.168.1.100 12 =}
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2. View or specify the following Security Setup options for each Gateway:

Security Options: Select one of the security options from the
dropdown menu. Only one of these options is implemented:

Blacklist. Enter a known, untrusted MAC address. Blacklisting an
address allows the Gateway to reject any attempt to connect to the
Gateway from this address. When selected, the Blacklist dialog
appears.

Whitelist. Enter a known, trusted MAC address that allows the
Gateway to validate legitimate connections to it. When selected,
the Whitelist dialog appears. A wrong MAC address entered here
requires a reset to factory defaults from the Gateway front panel to
re-establish the connection, so use with caution and double check
your own MAC address before you enter it.

Warning: If your computer is not listed in the
whitelist, you will not be able to access A

Gateway when the whitelist is enabled.

Enable checkbox. Turns on the acceptance or rejection of the
address(es), listed in the table, depending on whether Whitelist or
Blacklist option is selected.

Allow Ping. Defines whether or not the Industrial Gateway can be
pinged across a network. By default, pinging is permitted.

Front Panel Display. Shows you the IP address, port numbers,
and the Show IP option. You can turn off the Show IP option so
that the IP address for the Gateway is not visible in the OLED
display on the front of the Gateway. See Viewing OLED Interface
Information.Determines security settings for the Industrial Gateway:

Submit. Saves data on Gateway and exits.
Cancel. Exits without saving data from Gateway.

3. View or specify the following options:

Icon

Function Access

Ly

Add a MAC Address: Adding MAC Addresses

4

Modify a MAC Address: | Modifying MAC Addresses

x

Delete a MAC Address: | Deleting MAC Addresses

74
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75

3.10.1 Adding MAC Addresses

NOTE Please keep the following in mind:
o The MAC address that you enter in the security settings is a 12-
digit hexadecimal string that can be obtained from blacklist

registries on the Internet or from your security or network
administrator. If you have internal computers you wish to
exclude, run a command shell and type ipconfig/all (Windows)
and ifconfig (Mac). The MAC address for your computer is
listed.

¢ If you whitelist a MAC address, the same firewall settings apply
as for a blacklist address.

o When you enter a MAC address into the Whitelist, ONLY the
personal computer or device with that MAC address will be able
to access the Gateway. No other devices can access it. If you
have checked the Allow Ping checkbox, only the MAC address
from the Whitelist will be allowed to ping the Gateway.

o If you blacklist a MAC address, all traffic from that address is
blocked, regardless of how safe that traffic may be. Even if you
select Allow Ping, blacklisted MAC addresses are prevented
from pinging the Gateway.

Enter the MAC addresses you wish to whitelist or blacklist. You may only
whitelist or blacklist a series MAC addresses.

To add a blacklisting:
1. Click the Security icon:

J

The Security window appears:

Security

Allow Ping: ] Blacklist ~ Enable |ofs

o R

Front Panel Display

192.168.164.187 12 )

2. Select the Blacklist or Whitelist option.
3. To add the MAC address, click the following icon:

T
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The MAC Address Properties dialog appears:
MAC Address F'rnperﬁes

MACM::Imss:[.: i ] |

Description:

4. View or specify the following options:
o MAC Address. Enter MAC address. Example:
88:88:88:88:88:88
o Description. Enter description.
Example: Spam server site.
e Submit. Saves the new MAC address in the list:

Blacklist v [v]Enable |sfe]

SV R

%

&3

88:88:85.88:85.88 Spam server site

e Cancel. Exits without saving changes in the list.
Enable. You must select this option to turn on the selected
blacklist or whitelist capabiliy.
5. When finished making changes, click either of the following to exit:
e Submit. The selected capability for the added MAC address(es)
is enabled by selecting the Enable option. Gateway and exits.
e Cancel. Cancels the enabling of the capability and remains in the
window.

3.10.2 Modifying MAC Addresses

To modify MAC Address information:

1. Access the Security Setup window:
See Configuring Security Setup for the Industrial Gateway.
The Security Setup window appears:

st v @enave (][] [x]

’ iption
sy | NeCOU0
88:88:85:55. 83388 Spam sernver site

2. If changing between whitelisting or blacklisting, select the desired
blacklist or whitelist option in the Security Setup window.
3. Select a MAC address from the list and click the following icon:

|. k |
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4. The MAC Address Properties dialog appears. Change
information in the listed fields:
See Adding MAC Addresses.
5. When finished making changes, click either of the following:
¢ Submit. Saves changes on the Gateway and exits.
e Cancel. Exits without saving changes on Gateway.

3.10.3 Deleting MAC Addresses

To delete a blacklisting:
1. Click the Security icon:

i
The Security Setup window appears:

Blackist | Enale o] (] ()
SO —  Dc°crPion

88:85:85:83:85:88 Spam server site

2. If necessary, select the Blacklist option in the Security Setup dialog.
Select a MAC address from the list.
4. (lick the Delete icon:

%

A confirmation dialog appears:

Confirmation Needed

Are you sure you wanl 10 delele MAC
'35.80.89.89:80.85°7

w

5. Confirm the deletion:

o Yes. Deletes the selected MAC address from the Gateway
and returns to the window.

¢ No. Returns to the window without deleting the selected
MAC address from the Gateway.
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Section 3.11 Viewing Diagnostics, Storage, and Trace Information

Use the provided options to manage diagnostics tasks:

¢ Monitor Gateway's resource use.

e Trace traffic network to, and from, the Gateway to a specific,
connected device.

1. Click the Diagnostics icon:

The following dialog appears:

Resources

Memory (bytes) Disk Use (KB) CPU Load (%)
- Used - Use - e
. Avaianie . AvaiEbie [

Trace Manager [+|[~] %)
[ i) w20, - el ISP, AR,

0408201
KPTrace ASCI-144 ASCI-144 IDLE 1 36-25'35

NewTrace CIP-133 Etherlet-140 IDLE 1 i | 00:00 |
0L 1 h .

06:53:27

OldTrace ABCI-144 ASCI-144

E
Trace Test 192 168 164 122 192 168 164 122 IDLE

s Etnerhet-140

2. View the following options:

e Resources. Graphically shows available memory, disk use, and
central processing unit (CPU) load:

- Memory (bytes). To view available and used memory in
kilobytes, mouse over the blue or red portion of the chart:

Memory bytes)

wailable: 102174720

- Disk Use (KB). To view available and used flash in
kilobytes, mouse over the blue or red portion of the chart.
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- CPU Load %. To view available and used CPU load in
percentages, mouse over the blue or red portion of the
chart. The CPU Load pie chart may show a percentage
greater than 100%. This occurs because the percentage
shows not just actual usage, but the amount of backed-
up work waiting on the CPU.

¢ Trace Manager. Use to trace data for network debugging
purposes. Data includes the name of the trace and a timestamp.
See Tracing Data.

Section 3.12 Tracing Data

Capture network data for debugging purposes. Define which inbound and
outbound devices to monitor from devices configured on the Gateway, and
how long you wish to monitor the data traffic. Ethernet data is captured as

a .pcap file, viewable by the external WireShark program. Serial data is
captured as an ASCII file, viewable in a text editor. This option is provided
for engineering and support personnel familiar with serial data transmission:

e |f you specify the same device for both inbound and outbound
tracing, a single trace is launched and saved.

o If you specify different inbound and outbound devices, two traces
are launched and saved.

To add a data trace:
1. Click the Diagnostics icon:

@

The following dialog appears:
Resources

Memory {bytes) Disk Use [KB} CPU Load (%)

Trace Manager |4/ | %
_ InGound Qutoound Status THNEspan Comgleted

QB082M

KFTrace ASCIl-144 ASCI-144 IDLE
NewTrace CIP-139 Etneriet-140
OidTrace ASCI-144 ASCI-144

Trace Test 92.168.164.122 92.168.164.122
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2. Inthe Trace Manager work area, view or specify the following options:

Icon | Function Access
|;| Add a data trace: Adding Data Traces

| #*| | Modify a data trace: Modifying Data Traces

|§| Delete a data trace: Deleting Data Traces

G Download a data trace:| Downloading Data Traces

e Submit. Saves changes on Industrial Gateway and exits.
e Cancel. Exits without saving changes on Industrial Gateway.

3.12.1 Adding Data Traces Data

To help with troubleshooting, the software allows you to capture network traffic
to, and from, the Gateway and user-specified, connected devices. An inbound
and an outbound device by name can be specified. The inbound and outbound
device can be the same. The length of time to trace the network traffic can also
be specified. A maximum of up to 3 minutes is allowable. For more information
about how data tracing works, see About Data Traces.

To add a data trace:
1. Click the Diagnostics icon:

@

The following window appears:

Resources

Memaory (bytes) Diisk Use (KB} CPU Load (%)

IJ.

2. Click the following Trace Manager icon (all buttons are disabled if no
device(s) have been configured):

£y
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s

The Trace Properties dialog appears:

Trace Properties

Name: [ *

Inbound Device: | Display Test ~

Qutbound Device: | Display Test ~

Timespan: | 1 * minutes

Capture Full Packet: W

3. From the Trace Properties dialog, view or specify the following options:

Name. Enter name of trace. Example: NewTrace

Inbound. Specify inbound data source (PLC to Gateway). Click
to select device name.

Outbound. Specify outbound data source (Gateway to PLC).
Click to select device name.

Timespan. Enter length of time trace is to run, in minutes.
Example: 1. Range is 1 to 3 minutes.3.

Capture Full Packet. Captures data for full packets (65535
bytes). Only available for Ethernet traces. If deselected, short
packets are captured (96 bytes).

NOTE

@ Full packet captures are recommended for the best analysis. If you are

sending captures to Technical Support, full packet captures are required.

81

Submit. Saves changes on Gateway and exits.
Cancel. Exits without saving changes on Gateway.

4. When you submit your selections, the new trace setup appears in the
Trace Manager:

To start a selected trace, click Start.
To download trace data, see Downloading Data Traces.
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3.12.2 Modifying Data Traces

To modify a data trace:
1. Click the Diagnostics icon:

The following dialog appears:

Resources

Bbemeany (byles) Disk Use (KB} CPU Lo (%)

lb“ﬁ

Trace Manager [#)[|(»

00:00|

Terming: Trace Esrriiet

N

Select a data trace from the list.
3. Click the following Trace Manager icon:

4. The Trace Properties dialog appears. Change information in the
listed fields:
See Adding Data Traces.

5. When finished making changes, click either of the following to exit:
e Submit. Saves changes to the Gateway and exits.
e Cancel. Exits without saving changes to the Gateway.
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3.12.3 Deleting Data Traces

To delete a data trace:
1. Click the Diagnostics icon:

@

The following dialog appears:

Resources

Memary (bytes) Disk Use (KB} CPU Load (%)
- s0d _-_— - e
fr———— r— asanie

} 6 ©

Trace Manager [#(7)(%]

S ABCY [r—— ABCT-141

ETH.ASCH P 1 -k
Dema Rt stigoTce DUE ! i —

2. Select a data trace from the list.
3. Click the following Trace Manager icon:

£3

A confirmation dialog appears:

Confirmation Needed

Are you sure you want 1o delete this trace?

e I

4. Confirm the deletion:
e Yes. Deletes the selected data trace from the Gateway.
¢ No. Does not delete the selected data trace from the Gateway.
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3.12.4 Downloading Data Traces

Download a data trace to your personal computer or other storage location.
Download is enabled only when the selected trace in the table has a
COMPLETE status.

To download a data trace:
1. Click the Diagnostics icon:

The following dialog appears:

Resources

Memory (bytes) Disk Use (KB} CPU Load (%)
. Used . Used . Used
B Available B vailsble B vaianis

Trace Manager |+4|[+] %]

08097201
KFTrace ASCI-144 ASCI-144 IDLE 1
062535 P
tem1201
NewTrace CIP-138 EtherNet-140 OLE 1 aay | 00:00 |
besaz N J
QldTrace ASCI-144 ASCI-144 IDLE 1
Trace Test 192188 164,122 192.168.164.122 DLE

o Etheriet-140 87-TCP-146 5 DLE

2. Select a data trace that has a COMPLETE status from the list.
3. Click the following icon:

¥

The software prompts when the download is complete:

Cownload complated

100%

4. Click Ok.

Depending on the browser, browser settings, and computer operation
system, you may be prompted to choose your download location, or
the exported file is downloaded to the Downloads directory (or other,
designated folder).
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3.12.5 Viewing Downloaded Trace Data

To view data captured by a trace, you must first record a trace, then download
the data to your personal computer for viewing with Wireshark, or text editing
software.

To download the trace data for viewing:
1. Click the Diagnostics icon:

@

2. Record a trace, and then then download the data from the Trace
Manager to your personal computer (see Downloading Data Traces).

Ethernet (.pcap) files can be viewed using Wireshark or similar third-party
software. Serial files can be viewed with any text editor.

Section 3.13 Changing Password

85

The Gateway allows you to change password access for the user interface. To
guard against unauthorized access to settings and log information, access is
restricted by password. Passwords must use a minimum of 8 characters; a
maximum of 63.

1. Click the following icon:

@®

The Change Password dialog appears:

Change Password

Current: [ *
Password: L
Confirm: *

2. View or specify the following options:
e Current. Enter the password you used to log onto the software.
o Password. Enter the new password.
e Confirm. Re-enter the new password for confirmation.
¢ Submit. Saves the new password on the module.
¢ Cancel. Cancels saving the new password on the module.
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Section 3.14 Viewing System Logs Information

The system logs contain a record of the events that occur as the Gateway
runs. The logged information includes user interface connections, device
connections, time updates, periodic system health reports, process level
errors and reboots. Error information that is generated at the protocol level
is logged with the maximum information available to help diagnose issues.
An engineering log rolls over when the log reaches 3 Mbyte in size. The
Gateway stores up to a maximum of 3 system logs, plus the current system
log. You can export logs up to one thousand (1000) lines.

To view System Log information:

1. Click the Logs icons on Home page:

2. View the following options:

e Viewing Error Log Data. Lists errors that have occurred on
the Gateway.

¢ Viewing Engineering Log Data. Lists engineering events
such as changes to Gateway processes that have occurred.

¢ Viewing Reboot Log Information. Lists data on Gateway
reboots, including date and time and reason for reboot.

Section 3.15 Viewing Error Log Data

Shows current Gateway error details. These are a subset of engineering log
listings.

If the log contains more than one page of data, you can navigate through the
pages using the provided buttons. These allow individual page, next or
previous, and end or beginning of file selection. You can also enter a number
in the Page field to go directly to a page in the log file.

To view error logs:
1. Click the Logs icon:

The Errors Log dialog appears:
|_Errors v] E G Page 1 of 1

Dais. Module Descnption
V222020 120155 KT8
12272020 12.01:535 SKIS
10/22/2020 12-01:22 SKIS

2. View the following options.

e Date. Lists time and date stamp associated with the error as
MM/DD/YYYY HH/MM/SS where MM is month, DD is day,
YYYY is year, HH is hours, MM is minutes, and SS is seconds.
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e Module. Lists firmware module associated with message.
o Description. Lists error description.

3. To refresh the snapshot of report information you are viewing, click the
following icon:

4. Filtering allows you to view entries from a starting date. To filter error
log entries, click the following icon:

5. The Filter dialog appears. View or specify the foIIowing options:
From: | ——— ————
e From. Defines a starting date. Enter a new date in the field

provided or select a date from the calendar.
To make changes, click the field to drop down a calendar:

Logs

Errors v EG
— o

: 108105/, pp ea

005021 103608 SKTS From: | 08082021 e
0052021 193608 SKTS < st " N

Q052021193534 SKTS broadcast S —

08/052021 193141 5Ts boadcast Su Mo Tu We T Fr Sa

08/052021 193141 5Ts watsd 5y [l

0052021 1930 SKTS e N

00520211921 SKTS ma

00520211921 SKTS broadcast

0052021 192058 SKTS boadeast 2 B ¥ B X 7 B

0052021 (82246 SKTS boadcast B M 3

0052021 (82246 SKTS broadcast

08052021 82212 SKTS S [ —

o Apply. Applies filtering selections and updates the table display.
e Clear. Cancels filtering selections (and/or closes dialog).

6. To export and download the error data to a storage device, click the
following icon:

i

The software prompts you when the download is complete:
1

Download completed
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The software prompts you when the download is complete:

Download completed

100%

———

7. Click OK.

Depending on the browser, browser settings, and computer operation
system, you may be prompted to choose your download location, or
the exported file is downloaded to the Downloads directory (or other,
designated folder).

Section 3.16 Viewing Engineering Log Data

88

Shows current Gateway engineering log details. This log is an overall look at
Gateway operations including detail about Gateway processes.

You can navigate through the pages using the provided buttons. These allow
individual page, next or previous, and end or beginning of file selection. You
can also enter a number in the Page field to go directly to a page in the log file.

To view the Engineering log:
1. Click the Logs icon:

“f

s )

The Errors Log appears:

B0 e o
Date Module Description

08/04/2021 23:44:42 SKTS broadcastMessage: type: 12, nGl: -1.[KickSysMaint]

08/04/2021 23:44:42 SKTS broadcastMessage: type: 5, nGl: -1.[KickSysMainf]

08/04/2021 23.44.08 SKTS broadcastMessage: type: 5, nGl: -1.[jeff]

08/04/2021 23:44:42 SKTS broadcastMessage: type: 12, nGl: -1 [KickSysMaint]

2. From the drop down list, select Engineering.

Reboot w

Errors

Engineering

Feboot
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89

The following updated list appears:

0810412021 23:47:05 SKTS /S Ul connection for 127.0.0.1:13

0810412021 23:44:45 PRTA hdog Monitor

0810412021 23:44:45 0370

0210412021 23:44:45 0270

0810412021 23:44:45 PRTA

0810412021 23:44:44 LN

0810412021 23:44:43 CLON

0810412021 23:44:42 SKTS

0210412021 23:44:42 SKTS lessage: type: 5, nGI: -1.[KickSysMaini]
08/0412021 23:44:41 LN figuring Network

08/041202123:44.08 sKTS castiessage: type: 5, nGI: -1.[efl
0810412021 23:44:07 CLON Registering Listeners

0210412021 23:44:07 saln SQL Maint complete

0810412021 23:44.07 salp QL Main

0810412021 23:44.07 CLON Database Init

0810412021 23:44:07 CLDN *** Startup

0810412021 23:44:45 PRTA - Starting

0810412021 23:44:45 0370 Serial LED:

0810412021 23:44:45 0370 Serial LED

0810412021 23:44:45 PRTA Engine starting.

0810412021 23:44:44 CLDN RTC timeDetta =

0810412021 23:44:43 CLON

0810412021 23:44:42 sKTS broad pe: 12, nGI: -1.[KickSyshaint]
0810412021 23:44:42 SKTS pe: 5, NGI: -1 [KickSysMaint]
0810412021 23:44:41 CLDN

08/041202123:44.08 sKTS

0810412021 23:44.07 CLON

0810412021 23:44:07 saLp

0810412021 23:44:07 salp SQL Maint baginning

0810412021 23:44.07 CLON Database Init

081042021 232407 cion = Startun -2 085 hd

View the following options.

o Date. Lists time and date stamp associated with the engineering
entry as MM/DD/YYYY HH/MM/SS where MM month, DD is day,
YYYY is year, HH is hours, MM is minutes, and SS is seconds.

¢ Module. Lists firmware module associated with message.
o Description. Lists engineering message with description.

To refresh the information you are viewing, click the following icon:

=

Filtering allows you to view entries from a starting date. To filter
engineering log entries, click the following icon:

The Filter dialog appears. View or specify the following options:

e From. Defines a starting date. Enter a new date in the field
provided or select a date from the calendar. To make changes,

click the field to drop down a calendar:
][ v][#

- From: | 08/05/2021 ]E T e =
v >

£ August | 2021

Su Mo Tu We Th Fr Sa

1234“5?

8 9 10 1 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 H
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4. To refresh the information you are viewing, click the following icon:

=

5. Filtering allows you to view entries from a starting date. To filter
engineering log entries, click the following icon:

v
6. The Filter dialog appears. View or specify the following options:

e From. Defines a starting date. Enter a new date in the field
provided or select a date from the calendar.
To make changes, click the field to drop down a calendar:

5 [v][#
= From: (08/05/2021 ]E [ e -
w >

£ August | 2021

Su Mo Tu We Th Fr Sa

1234“5?‘

8 9 10 1 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28

o Apply. Applies filtering selections and updates the table display.
e Clear. Cancels filtering selections and closes dialog.

7. To export and download the engineering entry data to a storage
device click the following icon:

i

The software prompts you when the download is complete:
r 1

Cownload completed

100%

———

8. Click Ok.
Depending on the browser, browser settings, and computer operation
system, you may be prompted to choose your download location, or
the exported file is downloaded to the Downloads directory (or other,
designated folder).
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Section 3.17 Viewing the Reboot Log

Lists messages logged during a reboot of the Gateway with the exception of
a reboot caused by a power failure. When the Gateway experiences a power
failure, it restarts once it has power again. During the restart, database
integrity is also checked.

You can navigate through these pages using the provided buttons. These
allow individual page, next or previous, and end or beginning of file selection.
You can also enter a number in the Page field to go directly to a page in the
log file.

To view the Reboot log:
1. Click the Logs icon:

The Errors Log appears:
Logs

Errors v @ @ Page 1 |of1

Date. Module Description

10015/2020 11:09:42 SKTS broadcastviessage: type: 12, nGi: -1.[KickSyshaint]
10/15/2020 11:09:42 SKTS broadcastMessage: type: 5, nGl: -1 [KickSysMaint]
10/15/2020 11:09:00 SKTS broadcastVessage: type: 5, nGl: -1 [jefl]

2. From the dropdown menu, select Reboot:
Reboot W

Errars

Engineering

3. Alist of messages triggered during each Gateway reboot appears. If
no reboots have occurred, the fields are blank as shown:

4. View the following options.

e Date. Lists time and date stamp associated with the reboot
entry as MM/DD/YYYY HH/MM/SS where MM is month, DD
is day, YYYYis year, HH is hours, MM is minutes, and SS is
seconds.

e Module. Identifies the RBOOT module.
o Description. Lists reboot entry description.

The refresh icon is disabled for the Reboot log as entries only get added
to the log during a reboot:
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5. Filtering allows you to view entries from a starting date. To filter
reboot log entries, click the following icon:

6. The Filter dialog appears. View or specify the following options:

7. From. Defines a starting date. Enter a new date in the field provided or
select a date from the calendar.

To make changes, click the field to drop down a calendar:

5)[v][*
= From: [08/052021 ]E“ -
w >

I 4 August | 2021

Su Mo Tu We Th Fr 3a

1 2 3 4“5?

8 g 10 1 12 13 14
156 16 17 18 19 20 1
22 23 24 25 26 27 28

o Apply. Applies filtering selections and updates the table display.
e Clear. Cancels filtering selections and closes dialog.

8. To export and download the reboot data to a storage device, click the
following icon:

i

The software prompts you when the download is complete:
1

Cownload completed

100%:

——

9. Click OK.

Depending on the browser, browser settings, and computer operation
system, you may be prompted to choose your download location, or
the exported file is downloaded to the Downloads directory (or other,
designated folder).
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Section 3.19 Viewing Help Information

To view help information:

1. From the Gateway configuration work area, click the following icon
on the menu bar:

©)

The following help window appears:

Weidmiiller <

Home  Installing Gateway Gateway User Interface Technical Reference  Search

Industrial Gateway Online Help

This online help provides comprehensive information about installing, configuring, and using your Gateway. The Gateway allows you to read
tag values from different kinds of programmable logic controllers/devices, and to write those values to the same controller, or to different
controllers.

A Gateway may access programmable logic controllers (PLCs) and related automation equipment serially, using any of the two or four serial
ports, or using one network subnet via two Ethernet ports on the front of the Gateway.

Start Here

Your Gateway ships with installation instructions. Use these to install the Gateway.
To access an overview of software functionality, see the release notes:

Relzase Notes

To access all online help pages from a single page, see:

Getting_Started Configuring the Gateway

To access online help, click the grey buttan on the upper right-hand side of the Gateway menu bar
Help Main Menu

= Installing the Gateway

» Using the Gateway User Interface

» Technical Reference List
= Glossary

Copyright @ 2011-2021 All Rights Reserved

This window only appears if you clicked the Help icon on the main GUI
window. If you click the Help icon on other windows, context-sensitive
help appears for the window.

2. Either navigate to the topic of interest using the provided links, or
search for a term using the search capability:

¢ For context-sensitive help, select the help icon from the window
that is currently displayed.

e For a software table of contents, see Using the Industrial
Gateway User Interface.
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Technical Reference

The technical reference contains reference material that provides greater
detail about some of the Industrial Gateway functions than you find in the
general body of the documentation.

Section 4.1 Industrial Gateway Messages

The following list contains messages you may encounter when setting up
and using your Industrial Gateways. Messages are listed in the Error logs.
User messages may be logged in one of the logs, or appear only on an
Industrial Gateway software dialog. An Error Code List is provided for
messages that return an error code. See Error Code List.

Message

Possible Cause

Fix

Address is missing
offset. Format is:
'tagName[offset]

Tags configured as part of an Array
must have the Offset to define the
first tag in the array. If “Is Array” is
checked the Offset must be
configured.

Add the Offset to the Tag
address or uncheck the “Is
Array” box if the Tag is not part
of an Array.

An error occurred
during download
process

This message appears if the
connection loss occurs during an
export or backup operation. The
reasons may be:

e Power was interrupted during
the download.

e The network connection to the
Gateway was broken during the
download.

e The unit has a failure that
requires repair.

e Confirm the power source
is adequate and stable.

e Confirm the network
connection is stable.
Whenever possible
connect directly to the
Gateway rather than
across a network.

e Contact Technical
Support (if all other items
are ruled out).

Are you sure you want
to delete MAC
XXIXXXXIXXXXXX?

If you select Yes, the table row is
deleted. If the deletion leaves the
table empty, which means that the
Blacklist/\Whitelist controls revert to
their default status.

If you wish to keep Blacklist/
Whitelist settings at default,
with the drop listing set to
Blacklist, and the Enable
checkbox unchecked, no
further action is needed.

94

www.weidmuller.com




4-2

Chapter 4: Technical Reference

Message

Possible Cause Fix

Are you sure you want
to delete this item
name?

To delete the selected item, confirm
the deletion. Items include devices,
tags, traces, and tag maps.

Are you sure you want to
reboot?

The Gateway will be rebooted if you
choose to continue.

Are you sure you want
to reset Gateway's
configuration back to
defaults?

When you reset the Gateway to its
default configuration, all data you
have added is deleted, and the
Industrial Gateway is restored to its
factory configuration.

Are you sure you wish
to remove the last
address in Whitelist
mode? This will result in
a reset to Blacklist
mode.

You can choose to add another MAC
address row, or to return to default
Blacklist mode. In either case, the
Enabled check box will be unchecked,
so neither blacklisting nor whitelisting
will be in effect.

Blank spaces are
not allowed.

Remove blank spaces.

Remove blank spaces.

Cannot perform device
connection test.

The following active tag
maps use tags on the
device:

active_tag _map_list
These tag maps must be
deactivated before the
connection test can be
run.

Deactivate the tag maps and re-run
your test.

Changing the protocol
on this device will result
in all of its tags being
deleted. Do you wish to
continue?

Before continuing, be sure that
deleting all tags on your PLC is what
you wish to do.
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Message

Possible Cause

Fix

Connection Lost!

o Power to the Gateway was

interrupted.

e The network connection was
interrupted.

e The Network IP Address was
changed.

e Confirm a stable power
source is connected to the
Gateway.

e Confirm the network
connection between the
Gateway and PC. If
possible, connect directly to
the Gateway (rather than
going through a network).

e Change the address used to
access the Gateway in the
web browser’s address bar.

e Confirm the PC’s subnet
mask matches the current
subnet mask of the
Gateway.

Connection re-established

The user interface tries to re-establish

the connection, with a series of
informative messages letting you
know what is happening. This

message lets you know that the GUI
was able to re-connect to the Gateway.

No further action required.

Continuing will
deactivate the following
tag maps:

active_tag _map_list.

Do you wish to proceed?

If a device has tags in one or more

active tag maps and you modify the

device by changing the protocol to

another protocol in the same family or
by changing any other property other
than the device name, the tag map(s)

will be deactivated if you continue.

Could not create Trace
package.

A Data Trace that is older than 10

days was selected start, or the file

was deleted or corrupt.

This message most often occurs
when there is no trace file. This
can happen if it is older than 10
days and has been removed,

In that case, the solution is to re-
run the trace.

This can also happen when
there's no traffic to be recorded,
so there's no file created during
the trace. This will occur if the
device(s) selected as inbound
and outbound devices have no
tags in an active tag map. If the
devices have tags in an inactive
tag map, the solution is to
activate at least one tag map
that copies one or more tags on
the device(s) selected as
incoming or outgoing.
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Message

Possible Cause

Fix

Current password
is incorrect

The entered password is compared to
the current password (case sensitive).
You see this message if they do not
match.

Re-enter the correct password.

Destination tagName is
missing a source.

You will need to fix incomplete tag
pairs.

device name already
exists.

You are trying to enter a name for a
device that already exists on the
Gateway.

Use a different name.
NOTE: Case is insignificant.
‘mydevice’ is the same as
‘MyDevice’.

Downgrading to an
earlier version is not
allowed.

An older firmware version than what is
currently in the Gateway was used as
a firmware update.

Confirm the current version of
firmware and use a newer
version (higher in number) to do
the firmware update.

Duplicate tag names are
not allowed. The
following tag names
already exist:

tag list

These tags will be
stripped from the import
list. Do you wish to
continue?

Remove the duplicates or allow them
to be stripped from the file. If you
select Yes, and all tags are stripped
from the file, you see a status
message Nothing to Import. If only
some of the tags are removed, you
see a status message Tags were
successfully imported.

NOTE: Case is insignificant. ‘mytag’
is the same as

‘MyTag'.

Duplicate tag names are
not allowed. The
following tag names are
duplicated within the
import file:

tag list

To fix this problem, open
the file in a text editor

and delete the duplicate
tags.

NOTE: Case is insignificant. ‘mytag’
is the same as ‘MyTag'.

Each IP address octet
must be between 0 and
255

Check your IP address and enter the
correct value. Valid characters are 0-9
and period (.)

Error: ‘Downgrade not
supported’ during
upgrade. Gateway is still
running.

An older firmware version than what is
currently in the Gateway was used as
a firmware update.

Confirm the current version of
firmware and use a firmware
version that is newer (higher rev)
to perform the update.
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Message

Possible Cause

Fix

Insufficient disk space to
perform the update.

Not enough memory space is
available to load the new firmware
file.

Follow these steps:

e Export the Tags from all of
the configured Devices.

e Delete the Tags.
e Upgrade the firmware.

e Import the Tags back into
the appropriate devices.

e Go to the Tag Map
configuration page and re-
associate the Tags with the
appropriate Tag Maps.

File “filename.tar.gz"
is not a Gateway file.

The incorrect product type firmware
file was selected to upgrade the
Gateway’s firmware.

Locate and use a firmware
upgrade file for a Gateway.

Gateway is Already
at this Upgrade Level

The upgrade file selected for the
upgrade matches the firmware
version installed in the Gateway.

No further action needed.

Gateway is now
rebooting. You may
refresh the browser and
log back in after a few
minutes.

Refresh the browser. However, if you
have just changed the Gateway’s IP
address and submitted the change
you will need to log back in.

Invalid characters:
invalid_character_list

Do not use these characters as part
of a text entry. Invalid characters are
listed in the message.

Invalid IP address.

An invalid IP Address format was
entered. Address must have four
octets, 0-9 and period, 1-3 digits, and
0-255 value. Re-enter a data that is
valid.

Enter a valid IPv4 Address.

Invalid MAC Address

An invalid MAC Address format was
entered. Address must have six octets
entered as two-digit hexa- decimal
values, separated by either dashes or
colons. You cannot mix dashes and
colons in a single address.

Locate the correct MAC
Address of the device you are
adding to the Black or White
list and enter it using the
correct format .

Invalid Polling Tag

Replace the polling tag.

Invalid upgrade key

The upgrade key entered is not valid.

Confirm the key entered is
what was sent for the upgrade.
If it matches, contact Technical
Support at Weidmuller, Inc.

MAC address
already exists.

You cannot enter a duplicate address.
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Message

Possible Cause

Fix

Maximum length of limit
characters has been
exceeded

You have entered/pasted too many
characters in the field. Reduce the
number of characters to at or below
the maximum (63 characters for text
inputs, 200 for a text area). Invalid
charactersare & <>"\{}""% ;"' .

Must be between 1
and upper_bound

Allowed periodic range values must be
between 1 and the listed upper range
for the period. Valid ranges are: 1-1000
milliseconds, 1-60 seconds or minutes,
1-24 hours, 1 days.

Must be between
lower_bound and
upper_bound.

Enter a value within the specified
range.

Name already exists.

Either delete the existing tag, device,
tag map and trace or change the
name.

name cannot begin with $

The $ is reserved. Only Gateway
system device names start with this
symbol. ($ is a reserved symbol used
as a prefix for Gateway System
variables).

New password cannot
be default_password
(Detmold)

Enter a different password. Do not
lose track of the password. The only
way to recover from a lost password
is to do a factory reset.

New password cannot
be the same as the old
password

You cannot use previously used
passords.

New Password is same
as current password

Change the password. Do not lose
track of the password. The only way
to recover from a lost password is to
do a factory reset.

Password and
Confirmation do not
match.

Ensure the entries in both fields match
exactly.

Password must be at
least eight characters

You entered a password with fewer
than eight characters.

No tags are selected for
copying.

A tag map must have at least one
source/destination tag pair. You will
need to add a tag pair before you can
save the tag map.

Nothing to import.

The Tag file that was selected for
import does not contain any data.

Edit the Tag file with the correct

format and usable data.
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Message

Possible Cause

Fix

Only one user at a time
may be connected to
Gateway.

Another user is
currently logged in and
will be logged off after
30 minutes of inactivity.

You will have to wait until the user
logs off or contact the user to log out
SO you can log on.

If another user has logged
onto a Gateway, and you try to
log on, you see this message.

Reconnecting...

The user interface tries to re-establish
the connection, with a series of
informative messages letting you
know what is happening.

Reset completed. IP
address has been
changed to
192.168.1.100. Gateway
is now rebooting. You
may refresh the browser
in a few minutes.

Refresh your browser and log back in.

Session has expired
due to inactivity.

If you log in, but do not interact with
the user interface for 30 minutes, the
system logs you out.

Log back in.

Source
deviceName.tagName is
missing a destination.

You will need to repair or
remove incomplete tag pairs.

Source tagName is
missing a destination.
Destination tagName is
missing a source.

You will need to repair or remove
incomplete tag pairs.

Tag names cannot start
with a dollar sign or
contain commas or
periods. The following

tags have invalid names:

tag list

These tags will be
stripped from the import
list. Do you wish to
continue?

You see this message because you
tried to enter a tag name that begins
with the symbol. Either fix the tag
name or accept that the incorrect tags
will be removed from the file.

Tags were successfully
imported.

No further action needed.

Tag [Map] name already
exists.

Use a different name for the tag or tag
map to avoid duplicating a name that
has already been configured in the
device.
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Message

Possible Cause

Fix

The array length for the
following tags is invalid:
Tag_list

These tags will be
stripped from the import
list. Do you wish to
continue?

Fix the array lengths before
continuing.

The following lines are
missing a tag name:

line_number_list

These tags will be
stripped from the import
list. Do you wish to
continue?

You will need to either to fix the
missing name or accept the stripped
line.

The following lines
contain invalid
characters:
row_numfT:
invalid_chars_list
row_num?2:
invalid_chars_list

row_numn:

invalid_chars_list They

will not be imported. Do
you wish to continue?

Either fix the rows by removing
invalid characters or accept that rows
with invalid characters will not be
imported.

The following lines did
not have six columns
defined:

row_num1:
tag_name_or_blank
row_numz2:
tag_name_or_blank

row_numn:
tag_name_or_blank

Do you wish to
continue?

These tags will be
stripped from the import
list. Do you wish to
continue?

You will have to modify your import
file to match the required number of
columns or accept that the additional
tag columns will be stripped.

If all tags in the file have only four
columns, the file will be interpreted as
having been exported from a 1.0
Gateway.

A message will ask you to
confirm whether you wish to
convert this file to a compatible
file for your device. To convert,
select Yes. To cancel the
conversion, click No. Two
columns with a value of zero (0)
are added to the file.
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Message

Possible Cause

Fix

The following tags have
a data type that is not
supported by the
protocol of the current
device. tag_list

These tags will be
stripped from the import
list. Do you wish to
continue?

You will have to modify your import
file to remove these tags or accept
that the unsupported tags will be
stripped from the file.

The following tags have
a missing data type.
tag_list

These tags will be
stripped from the import
list. Do you wish to
continue?

You will have to modify your import
file to remove these tags or accept
that the tags with a missing datatype
will be stripped from the file.

The following tags have
a name or address
longer than 63
characters or a
description longer than
200 characters:
Tag_list

These tags will be
stripped from the
import list. Do you wish
to continue?

Reduce the name or address to below
the specified limit.

The gateway address is
not on the same subnet
as defined by the IP
address and subnet
mask. Do you wish to
save this configuration?

If the Static IP radio button is selected,
a gateway address is provided, and
(WAN_IP & SUBNET_IP !=
GATEWAY_IP & SUBNET_IP), this
message appears.

There are incomplete
tag pairs:
missing_tag_message_
list

Complete the tag pairs before
submitting the map. Each pair must
have a source and destination tag.
The error message lists all the
missing pairs, in order of appearance
in the table.

There was an error
contacting the NTP time
server. Make another
selection or click Submit
to try again.

| Either select a different server option,

enter the IP address or name of an
NTP server, or click Submit to see if
you can now contact the server.
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Message

Possible Cause

Fix

The selected .csv file
appears to be formatted
for an earlier version.
Importing will uncheck
all Word Swap and Byte
Swap check boxes.

Do you wish to proceed?

If you choose to proceed, two columns
with the value ‘0’ (indicating ‘no swap’
will be added to the file before
importing.

The selected Tag Map
cannot be activated. It
references a tag that
does not exist.

Check your tag map and fix the
missing tag issue before trying to
activate the tag map.

This change will
invalidate one or more
pairs in the following tag
maps.

Changing this data type
would create one or
more tag pairs with both
a string and non-string
tag. To change the data
type of this tag, you
must first delete any tag
pairs that include it.

The following tag maps
use this tag:
tag_map_list.

You see this message if the data type
of a tag of type STRING that is
currently used in atag map as a
source or destination is changed to a
non-string type, or if the data type of a
tag of a non-string type that is
currently used in a tag map as a
source or destination is changed to
STRING (whether the tag maps are
active or not).

This change will
invalidate one or more
pairs in the following tag
maps.

You will not be able to
activate these tag maps
until the invalid pairs are
removed or
reconfigured.

tag map_list
Do you wish to proceed?

If you go ahead and delete the device,
all existing tags for the device are
deleted, and no longer displayed in
the Tags table. In tag map(s)
containing the tags, the tags are

listed as

$_DeviceUnknown<.$_Tag
NotFound

Affected tag maps are also
deactivated.

TSAP must be:
{hex}{hex}.{hex}{hex}

Re-enter the value using the required
format.
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Message

Possible Cause

Fix

Unable to connect to
Gateway

The connection between
the web browser and the
Gateway could not be
established.

Confirm you are entering the correct
IP Address.

Confirm the Gateway has finished
booting up (can take two or three
minutes).

Confirm that you have an Ethernet
path between the PC and the
Gateway.

Confirm you are using a compatible
web browser and version. Google
Chrome™ browser, Mozilla
Firefox™, Safari®, and Microsoft
Edge® browsers are supported by
Gateway. Using Chrome is highly
recommended. If needed, download
and install on your personal
computer from
https://www.google.com/chrome/

Unable to reconnect to
Gateway

The connection to the
Gateway was lost and the
reason has not been
resolved.

Diagnose the reason the PC is not
able to connect to the Gateway and
resolve the issue:

- Check that the Gateway is
powered up.

- Check the network connection
between the PC and Gateway.

- Confirm the correct IP Address
is in the web browser’s
address bar.

Value must be
between lower_bound
and upper_bound.

Allowed integer number
input values are: 0-9: 1-2
digits, Range=1-12
Minutes: 2 digits,
Range=00-59. Dropdown
menu values are: AM, PM.
Allowed real numbers are
0-9 plus or minus numbers
or e/E, after the decimal
point. No characters are
allowed.

Value must be between lower_bound and
upper_bound.
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Message

Possible Cause

Fix

Warning: If your
computer is not listed in
the whitelist, you will not
be able to access
Gateway when the
whitelist is enabled.

When creating a whitelist,
you must enter the MAC
address for the computer
you use to access the
Gateway. Failing to enter
your own computer MAC
address means that you
won't be able to access the
Gateway as soon as you
enable the whitelist.

You cannot copy
between STRING and

The following tag-pairs
must be corrected: tag
pair list

non-STRING data types.

Change the tag copy to
reflect an allowed copy

type.

You entered an
incorrect password.

You see this message when
you make a mistake trying
to log onto the Gateway.
The software will only allow
you to try to log on again
after a brief wait.

You have xxx tag-
pairing(s) that reference
missing tags. The tag-
pairings for these will be
stripped from the list.
Do you want to
continue?

Note which tag(s) are
missing and either remove
or replace them with valid
entries. You must fix the tag
issues before you can save
the tag map.
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Section 4.2 Concepts

The following list contains further information about concepts that you may
encounter when setting up and using your Industrial Gateways.

Concept Information

CPU Central Processing Unit. Carries out the instructions provided by a
computer program. Normally these are basic logical, input/output, and
arithmetical operations that form the basis of most software operations on
a computer.

DoS Denial of Service. A common attack involving overwhelming a server with

invalid requests.

Domain Name
Server (DNS)

This is the value that is associated with the Domain Name Server that

text names that are easy to remember (google.com, weidmuller.com) to
IP address values.

Dynamic Host
Configuration
Protocol
(DHCP)

IP, gateway, and routing address for devices that are connected to that
network.

DHCP Client

Dynamic Host Configuration Protocol Client. When you connect a new
a DHCP Server set up, the client device gets its IP address and other

a group of IP addresses maintained by the DHCP server for a defined
time period.

Gateway Address

A gateway address is the default address of your network or web site.
This is usually the next address in line when connecting to the Internet

or a firewall. Communications traffic goes out and comes in through the
gateway.

GPL

GNU Public License. A license offered by the Free Software Foundation
that covers licensing and distribution of free software.

HTTP/HTTPS

Hypertext Transfer Protocol. Communication protocols that access the
world-wide web. HTTP protocol is not secure. HTTPS is secure. The S

Socket Layer/Transport Security Layer (SSL/TLS) protocol to provide
secure communication for transactions such as payments across the
Internet.

106

www.weidmuller.com

your system interacts with on the Internet. Domain name servers convert

A type of network configuration for host devices that dynamically provides

device such as a computer, or a Industrial Gateway to a network that has

configuration information such as default gateway and domain name from

from a local area network and is usually the address assigned to a router

designation means that the transfer protocol is combined with the Secure
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Concept

Information

Internet Protocol
(IP) Address

An IP address is a unique number that every device that connects to the
Internet must have. Devices include personal computers, printers,
removable hard drives, routers such as the Industrial Gateway,
hardware firewalls, cell phones, and modems. The addresses are
assigned by your system administrator or by the protocol that is running
on your device. The connection method you choose defines how that
address is assigned.

Local Area
Network (LAN)

A local area network (LAN) is a network that is normally made of devices
such as personal computers that are located near to each other, such as
in the same office building or plant.

LED

Light-emitting diode. Photons emitted from a semi-conductor provide
indicator signals for electronic devices and various forms of lighting. An
LED can emit light photons in different colors, including red, green, and
purple, and different frequencies (visible, infrared, and ultraviolet).

MAC

Media Access Control address. A unique set of numbers assigned to a
network interface card and stored in the read-only memory. A MAC
address may also be called the Ethernet hardware address or the
physical address of a device.

Modbus

An industry standard protocol for communicating with 10 devices. This
protocol usually uses serial communication as the physical layer.

OLED

Organic Light-Emitting Diode. A light-emitting diode containing thin
flexible sheets of an organic electroluminescent material, used mainly in
digital display screens.

PLC

Programmable logic controller. A digital computer used to automate
industrial processes such as controlling electrical turbine operation,
assembly lines, and manufacturing machinery. The controllers are

frequently ruggedized to withstand difficult operating environments.

PHY

Physical layer that connects to a media access control address.

Static IP Address

A permanent IP address assigned to a computer by the network
administrator or a domain name server.

Transmission
Control Protocol,
Internet Protocol
(TCP/IP)

Transmission Control Protocol, Internet Protocol. A group of
communications protocols used to communicate between computers on
the Internet or other networks. Also called The Internet protocol suite.
The suite sends Copy Triggers data across the Internet in packets.
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4.3 About Copy Triggers

There is no user control over order of copy operations. However, all tags on a source
device are read before any are written to the destination device.

NOTE

@

If you use an array tag as a polling tag, be aware that the copy will only
be triggered when the element at index 0 changes. Changes to other
elements will not initiate a copy operation.

There are three types of triggers for the tag copy operation:

A Periodic Schedule. A copy action is executed periodically, with the period

ranging from 1 millisecond to 1 day.

o If the copy operation takes less than the period, the next copy operation
begins as soon as the period expires, starting from the initiation of the

previous copy operation. For example, if a period of one second is
specified and the Tag Map cycle takes 100 ms, then the next cycle
starts 900 ms after the completion of the copy operation.

¢ If the copy operation takes longer than the period, the copy operation
completes as soon as possible and the next copy operation begins

immediately. In this case, the tag map copy operation runs continuously.

The Time of Day Schedule. A copy action is executed at a specific time each

day.

On Change. A copy action is executed when a specific tag changes value. This

is determined by polling the tag. Polling restrictions are:

e Polling of the trigger tag does not occur while a copy operation is in
progress. If the polling tag value changes while a copy operation is

underway, the change is detected, and the next copy operation begins

immediately after the current operation is complete.
o The Gateway software supports polling rates from 10 ms to 1000 ms.

4.4 About Bit Copying Operations

108

The software allows for copies between bit (BOOL) and other numeric types.
Example: You may copy 16 BOOLs to be copied to an INT or vice versa. The
copy from source to destination is treated as a byte copy operation; that is, both
source and destination buffers are interpreted as contiguous arrays of untyped

bytes. No type conversion is performed. The destination is initially set to all
zeros. The following rules also apply:

¢ |f source and destination are the same size, the entire source array of

bytes are copied to the destination.

o If the source is smaller than the destination, all bytes of the source are
copied to the destination with the remainder of the destination being set
to zero. Bytes are transferred to the low order portion of the destination.

¢ If the destination is smaller than the source, the low order portion of the

bytes from the source is copied to the destination
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The following table contains examples of allowed copies from a source data tag
of one data type to a destination of a different type:

Source

Destination

INT[1]

BOOL[16]

BOOL[16]

INT[1]

SINT[4]

DINTJ[1]

DINTJ[1]

SINT[4]

REAL[1]

SINT[4]

SINT[4]

REAL[1]

INT[2]

DINTI[1]

DINTI[1]

INT[2]

REAL[1]

INT[2]

INT[2]

REAL[1]

DINTJ[1]

BOOL[32]

BOOL[32]

DINTJ[1]
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Because no type conversion is performed, the value of the destination tag after
a copy may not be what you expect. The following table assumes the same
endianness for source and destination with no byte or word swapping:

Destination Type Destination Value

 Single tag to single tag copies
Source and destination are the same size

Source Type Source Value(s)

Notes

High-order portion of destination
is unaffected (may not be zero)

High-order portion of destination
is unaffected [may not be zero)

Last {lowest order) binary digit of
sourceis 0

Last element of source is not
copied to destination

Last element of destination is
unaffected

Last element of destination is

Last element of source is nat
copied to destination

Last element of destination is
unaffected

Last element of destination is

INT -1 (OxFFFF) USHORT 65535 (OxFFFF}
USHORT 65535 (0xFFFF) INT -1 [OxFFFF)
REAL 3.14159 (0x40490fd0) DINT 1078530000 {0x40450fd0)
DINT 1078530000 (0x40420fd0) REAL 3.14159 (0x40490fd0)
Source is smaller than destination [source is copied to the low order portion of the destination)
SINT 13 {0x0D) INT 13 [0x000D)
SHORT 14440 (0x3868) REAL 2.0235E-41 {0x00003868)
Source is larger than destination ( the low order portion of the source is copied to the destination)
INT 46 {0x2E) BOOL 0 (0x0)
REAL 2 71828 (0x4024f844) SINT 77 (0x4D)
Array to array copies

Source and destination elements are the same size
INT[3] -2, 15, 38 [OxFFFE, 0x000F Ox26) USHORT[2] 65534, 15 (OxFFFE, 0x000F)
USHORT[2] 65534, 15 (OxFFFE, Ox000F) INT[3] -2. 15 (OxFFFE, Ox000F)
REAL[2Z] 101.125, 48.875 (0x42cad000, 0x42438000) DINT[3] 1120550912, 1111719936 (0x42ca4000, 0x42438000) unaffected
DINT[3] 1120550912, 1111719936 (0x42ca4000, 0x42438000) REAL[Z] 101.125, 43.875 (0x42ca4000, Ox42438000)

Source elements are smaller than i I source are copied to each destination element)

BOOL[8] 0,1,1,1,1,0,0,1 (0x3E) SINT[2] 158 (Oxge)
SINT[4] 123, 60, 77, -124 (0x78, Ox3C, Ox4D, 0x84) UDINT{2]

Source elements are larger than destination elements (each source element

DINT[2] 35580942464, 3575719680 (0xD4212700, 0xD5212700) INT[3]

REAL[2] 15.0, 25.25 (0x41700000, 0x41ca0000)

BooLis]

2067549572 (0x7b3c4d84)

unaffected

9984, 54305, 9984 (0x2700, 0xd421, Ox2700)

0,0,0,0,0,0, 0,0, (0x00)

Only low order bits of the second
source element are copied to the
destination

Only low order bits of the first
source element are copied to the
destination

¢ Single tag-to-array copies and array-to-single tag copies follow the
same rules as array-to-array copies. The single tag is interpreted as
an array of one element.
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Section 4.5 Array Length Limits

The Gateway supports user-defined array lengths. The minimum length is one;
the maximum depends on the packet size for the protocol. In practice, this means
the maximum is dictated by the combination of data type and protocol, but it may
never exceed 500. Each array element must be the same data type, and the
elements must be contiguous in controller memory. The firmware will enforce
valid ranges by not allowing invalid ranges to be submitted, and by displaying the
allowable Array Length for the data type. The length attribute specifies the
number of elements to be read or written when a tag is configured as an array.
For instance, a tag configured on the Gateway may refer to a device tag at
address INT[1000], of which four elements are of interest, starting at offset 68. In
this example, the tag address field would be entered on the Gateway as INT[67]
(array elements use zero-based addressing) and the length field would be
specified as 4.

Specifying an offset that would result in an operation that surpasses the
controller-defined length of the array results in truncation of the element transfer
or an undefined behavior depending on the type of device/protocol in use.

The following table provides array length limit ranges for protocols supported on
the Gateway.

Data Type EIP-PCCC, |Ethernet/IP |DF1-CIP |Modbus [S7Comm, PPl [DirectNET, CCM, HostLink
DF1-PCCC

SINT N/A 1-460 1-216 N/A 1-100 N/A

INT/(U)SHORT | 1-120 1-230 1-108 1-500 1-100 1-500

DINT/UDINT 1-60 1-115 1-54 1-500 1-100 1-500

REAL 1-60 1-115 1-54 1-500 1-100 1-500

BOOL 1-60 1-115 1-54 1-500 1-100 1-500

STRING N/A 1-4 1-4 N/A N/A N/A

Section 4.6 S7-1200 and S7-1500 Modbus Tag Values Appear in Word-swapped
Order in Live Tag Viewer

110

For all protocols except Modbus, the architectural ordering of words for values
stored on the device is specified by the protocol. Some values require more than
one word of storage space (Examples: DINTs or REALSs). Depending on the
protocol, these values may be stored with the most significant word in the lower
of the word addresses OR with the least significant word in the lower of the word
addresses. For example, if a protocol specifies that the least significant word is
stored before the most significant word, a numeric value of 0x12345678 would
be stored as follows:

e Lower address: 0x5678

e Higher address: 0x1234
However, the Modbus protocol specification does not require a particular word
ordering for values that require more than one word of storage space. As a

result, some devices store the most significant word first and others store the
least significant word first.

The Gateway expects tag values to have the most significant word first. If the
device stores the least significant word first, the Gateway will receive the value
in word-swapped order (with respect to the actual numeric value). In this case,
the Live Tag Viewer will display the values in word-swapped order. So for a
numeric value of 0x12345678, the Live Tag Viewer would display 0x56781234.
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To correct this, the user must check the Word Swap check box for all tags
configured for the device. This will ensure that the Gateway will do the word-
swapping when it receives a source value, thus converting the value to the
format the Gateway requires. It will also ensure that the Gateway will do the
necessary word-swapping before it sends a destination value to be written to
the device tag in the order the device requires.

For such devices, the Live Tag Viewer will display the correct numeric value of
the source tags because it does the word swapping before displaying and
processing the tag. However, the Gateway does the word-swaps for destination
tags so the least significant word is first and displays it in the Live Tag Viewer
after this swap. This means that the Live Tag Viewer will display the
destination values in word-swapped order.

NOTE

Note that these tags are copied correctly; this is strictly a presentation
issue for the destination tags in the Live Tag Viewer.

Device

For example, consider a tag copy from a Siemens S7-1200 running
ModbusTCP to a Siemens S7-1500 running ModbusTCP. Both of these PLCs
store the least significant word first so they are not in the format the Gateway
needs. In this case, if the user has correctly checked the Word Swap check
box for both tags, and a source tag with a numeric value of 0x12345678 is
read from the S7-1200, the Gateway will swap the words as soon as it receives
the value from the protocol library and the Live Tag Viewer will display the
source tag’s value correctly as 0x12345678. It then does the word-swap before
sending it to be written to the destination device. This means it will display the
destination’s tag value as 0x56781234 (storage order rather than correct
numeric value) in the Live Tag viewer; however, the tag is correctly copied to
the S7-1500.

protocal Gateway protocol  Device

source tag library library destination tag

lower address
higher address

5678

| 3678 | ——= |to device — 5678 | .

1234

word display word display
swap => source = swap to = destination

5578 | lower address
0x12345678 word 0x56781234 1234 1234 | higher address

1234 numeric
value order

Section 4.7 About Read/Write Tag Errors

111

Read/Write tag errors are treated as follows:
e If an error occurs while reading from a device, the tag value is marked
as unrecorded for purposes of data presentation.

e If an error occurs while writing to a device, the tag value is marked as
unrecorded. The marking of a tag as recorded is only assigned when a
valid read or write has successfully been made for the specific tag.

e Tags marked unrecorded remain so until a subsequent tag transaction
for this tag completes successfully.
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e The unrecorded status of a tag is passed to the software user interface,
which displays “{ERRY}” for such tags. An entry is also made to the error
log.

e If copying for a tag map is triggered by a change in the value of a polled
tag and that polling tag cannot be read, no attempt is made to read
either source or destination tags. If the polling tag does not change
value very often, it may be some time before the source and destination
tags are processed. In either case, the software provides this
information to the software user interface, which displays a triple dash
for source and destination values instead of “{ERR}.” This differentiates
between not yet having attempted to read or write a tag and
encountering an error when a read or write is attempted. The current
polling tag value is provided to the software user interface using the
same three values.

Section 4.8 About Data Traces

You may run data traces for both Ethernet and serial devices. The serial option
is provided for engineering and support personnel familiar with serial data
transmission. If you define an INPUT and OUTPUT trace for a single device,
then only one trace will run. If you define trace profiles between two separate
PLCs, using two separate serial ports, the software runs two separate trace
logs for inbound and outbound traffic.

You may navigate away from the Diagnostics dialog while a trace is running. If
you navigate away from the dialog, the Gateway software provides a menu bar
user notification when data capture is complete. No notification is provided on
the Diagnostics window.

You can stop a trace at any time. If you do so, the trace is marked as Aborted.
If you reset to factory defaults, all trace logs are deleted.

The software automatically removes trace logs that are more than 10 days old.

Section 4.9 About Gateway File Exports

The following tables explain how Gateway names and identifies files that are
exported by default. You can supply a different name when you save the file:

File Type Default File Name
Device Format:
Export File

e Atime stamp of the form yyyymmdd_hhmmss_ (the hour is given in
24-hour time).

e The unit name followed by an underscore if one is configured on the
Identification page or just an underscore if there is no unit name.

e The constant string “Device_.

e The device name (for $System or $User, the dollar sign is replaced by
a dash; spaces in the names are replaced by an underscore), followed
by the extension “.zip”.

112
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File Type Default File Name
Tag Export | Format:
File
e The constant string “TAGS _".
e The device name, followed by the extension
“.csv”.
Tag Map Format:
Export File e A time stamp of the form yyyymmdd _hhmmss_ (the hour is given in
24-hour time).
e The unit name followed by an underscore if one is configured on the
Identification page or just an underscore if there is no unit name.
e The constant string “TagMaps.zip”.
Logs Export | Format:
File
e The unit name followed by an underscore if one is configured on the
Identification page or “Gateway_” if there is no unit name.
e The log type (either “‘ERROR_” or “ENG_".
e Atime stamp of the form yyyymmdd_hhmmss_ (the hour is given in
24-hour time, followed by the extension “.zip”.
Backup File | Format:
e Atime stamp of the form yyyymmdd_hhmmss_ (the hour is given in
24-hour time).
e The unit name followed by an underscore if one is configured on the
Identification page or just an underscore if there is no unit name.
e The constant string “backup.zip”.
Trace Format:
IE:)i(I)gv nload e Atime stamp of the form yyyymmdd_hhmmss_ (the hour is given in
24-hour time).
e The unit name followed by an underscore if one is configured on the
Identification page or just an underscore if there is no unit name.
e The constant string “backup.zip”.
Diagnostics | Format:
File

e Atime stamp of the form yyyymmdd_hhmmss- (the hour is given in
24-hour time).

e The unit's 12-digit MAC address (without separators) followed by a
dash.

e The constant string “snapshot.zip”.
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Section 4.10 About Testing Device Connections

114

The following information is provided to help you configure and troubleshoot
serial protocol operation on your Gateway system.

The tables contain information about each serial protocol and an ordered list
of the settings that are attempted when you select the Test Device
Connection button. This testing does NOT perform exhaustive parameter
tests. Only the settings listed are attempted. Lines containing a list of settings
for a given parameter are applied in the given order, from left to right. The final
parameter of the entire parameter list for the given protocol is the one that will
be incremented most often during the operation. In general, the baud rate
remains consistent while checksum, where applicable, and word-size
parameters (parity and stop bits) are changed more often. Once all
combinations listed for the given serial protocol have been exhausted, the
Test Device Connection option reports the result.

4.10.1 Protocols

DF1-CIP

User setting first and then...

Baud Rate: 19200, 38400, 9600

Parity: None, Even, Odd

Checksum: BCC,

CRC

Stop Bits: 1

DF1-PCCC

User setting first and then...

Baud Rate: 19200, 38400, 9600

Parity: None, Even, Odd

Checksum: BCC,

CRC

Stop Bits: 1

ModbusRTU

User setting first and then...

Baud Rate: 9600

, 19200, 38400

Parity: None, Even, Odd

Stop Bits: 1

Word size: 8, 7

ModbusASCII

User setting first and then...

Baud Rate: 9600

, 19200, 38400

Parity: None, Even, Odd

Stop Bits: 1

Word size: 8, 7

DirectNet/CCM/Hostlink

User setting only

PPI

User setting first and then...

Baud Rate: 9600

, 19200, 38400

Parity: None, Even, Odd

Stop Bits: 1
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Section 4.11 Configuring Tag Data Types

When configuring tags (or 'named data') on the Industrial Gateway to associate
them with the tags defined on connected programmable logic controllers
(PLCs), you must make sure that the:

o Data type in Gateway’s tag properties form for the tag is the same as
the data type of the corresponding tag on the PLC.

o The address of the tag in the PLC and the address in the tag properties
form for the tag must match.

The following rules apply to tag definition:

e Tag names cannot begin with $. This character is reserved for system
definitions that you may not change. If you try to create a tag with a $ in
front of it, the name is not accepted.

¢ The tag name cannot match an existing tag configured for the same
device. If you try to enter a tag name that already exists for the current

device, the software will inform you that a tag with that name already
exists.

Section 4.12 Protocol Attribute List

Lists the values for each individual protocol by attribute.
Protocols supported are:

Serial DF1-CIP

Slot Number (0-32)
Checksum CRC or BCC
ACK Timeout (1-255) x 20 ms
NAK Retries (0-10)

ENQ Retries (0-50)

Serial DF1-PCCC

Checksum CRC orBCC
ACK Timeout (1-255) x 20 ms
NAK Retries (0-10)

ENQ Retries (0-50)

Serial Modbus RTU

Slave ID Integer (1-247)
Response Timeout (1-5) seconds
Retry Count Integer (0-3)

End of Message Delay | (1-32) characters
Min Command Delay | (100-1000) milliseconds

115 www.weidmuller.com



Chapter 4: Technical Reference

4-23

116

Serial Modbus ASCII
Slave ID Integer (1-247)
Response Timeout (1-5) seconds
Retry Count Integer (0-3)
End of Message Delay (1-32) characters
Min Command Delay (100-1000) milliseconds
EtherNet/IP
TCP Port Integer (1-65535)
IP Address IP-V4
Slot Number (0-16)
EtherNet/IP-PCCC
TCP Port Integer (1-65535)
IP Address IP-V4
ModbusTCP
Slave ID Integer (1- 247)
TCP Port Integer (1-65535)
IP Address IP-V4
S7Comm
S s
Keep Alive Integer (1-99) seconds
TCP Port Integer (1-65535)
IP Address IP-V4
Applies to S7200 only.
(Preconfigured options
TSAP are “4D.57”, “10.007,
“11.00”, but you may
specify other values
PPI
Node Address Integer (0-16), Default: 2

DirectNET/CCM/HostLink

Station Address Integer (1-90)
Timeout Short, Medium or Long
Retries Normal or Short

Response Delay

(0-500) milliseconds
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Section 4.13 System Tags List

System tags are read-only tags that provide information about lower-level
communications on the Gateway. Tags with a # are generated on request.
Other tags are refreshed on a one-minute interval. You may not add or delete

system tags.

A $System tag is considered to be in use if it is a source tag in any tag map

in the backup file.

Tag

Description

Data
Type

#DATETIME

Current date and time

STRING

#HEARTBEAT

Constant Value of 1

DINT

#RANDOM

System-generated
random number

DINT

serialNumber

Gateway Serial Number

STRING

Switch_Group1_IP

Switch Group 1 IP address

STRING

Switch_Group2_IP

Switch Group 2 IP address

STRING

Unit_Name

System Unit Name

STRING

Section 4.14 Types Endianness of Types

Devices may represent byte ordering of types which may not have a compatible
representation on a target device. The Gateway supports optional tag level
markup to provide for an endianness transformation as shown in the table below.
Byte and word swapping are performed for source tags as soon as they are read,
and for destination tags just before they are written. In addition to native types
such as WORDs and DWORDs, STRINGS (array of characters) are also byte/

word swappable.

‘Declaring that a tag value should be BYTE and/or WORD-swapped allows you to
control swapping at the tag level, instead of at the device level, for all protocols.

117
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You may combine BYTE_SWAP and WORD_SWAP to form the following

options:
Bit Field Action
NO_TRANSFORM Straight copy
BYTE_SWAP Swap 2 bytes within each word
WORD_SWAP Swap 2 words within each

double word

BYTE_SWAP and WORD_SWAP
combined

Combine swapping 2 bytes
within each word with swapping
2 words within each double word

BYTE_SWAP is defined as
interchanging the two bytes of every
word.

Source Destination
0x12345678 0x34127856

WORD_SWAP is defined as
interchanging the two words out of
every double word.

Source Destination
0x12345678 0x56781234

BYTE_SWAP and WORD_SWAP
may be used at the same time.

Source Destination
0x12345678 0x78563412

Section 4.15 Viewing Supported Data Types
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This table lists each tag data type supported by the Gateway. Not all types
are available for every device because each protocol supports a subset of

these data types:
Data Type Description
BOOL 1 bit (1 byte as a unit of storage)
SINT 1-byte integer
INT 2-byte integer
SHORT (SIGNED 16 BIT) 2-byte integer
USHORT (UNSIGNED 16 BIT) | 2-byte unsigned integer
DINT (SIGNED 32 BIT) 4-byte integer
UDINT (UNSIGNED 32-BIT) 4-byte unsigned integer
REAL 4-byte IEEE float
STRING ARRAY of bytes
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4.15.1 Viewing Data Types Supported by Protocols

Individual protocols support a set of data types. When you select a protocol, the
data types are restricted to those supported by the selected protocol. This table lists
each protocol and shows you the supported data types for that protocol.

Protocol DF1- | DF1- | Modbus| Modbus| EtherNet/IP| EtherNet/IP-| Modbus| S7TComm| PPl | DirectNET/|

CIP | PCC | RTU ASCII PCCC TCP CCM/
HostLink

SINT Yes Yes Yes Yes

INT Yes | Yes Yes Yes Yes Yes

DINT Yes | Yes Yes Yes Yes Yes

REAL Yes | Yes | Yes Yes Yes Yes Yes Yes Yes | Yes

BOOL Yes | Yes | Yes Yes Yes Yes Yes Yes Yes

STRING Yes | Yes | Yes Yes Yes Yes Yes Yes Yes | Yes

SIGNED 16 Yes Yes Yes Yes

BIT

(SHORT)

UNSIGNED Yes Yes Yes Yes

16-BIT

(USHORT)

SIGNED 32 Yes Yes Yes Yes

BIT (DINT)

UNSIGNED Yes Yes Yes Yes

32-BIT

(UDINT)

Section 4.16 Viewing DirectNET Addressing

Consult the user reference manual titled "DirectNET Reference Manual" from
Automation Direct (Manual Number: DA-DNET-M). In addition, manual(s) for
the specific programmable controllers (PLCs) that are involved should be
consulted to obtain the V memory address cross references for the starting
offsets and memory ranges for the particular data types being accessed.

The Gateway handles the details of the DirectNET communications described
in the "DirectNET Host Communications Programs" portion(s) of the manual. In
a few situations, such as when access to required memory types via V
memory is not supported or V memory access isn't supported at all,
understanding the format and encoding of the DirectNET/CCM/HostLINK
request header will prove beneficial. Variable memory/system data in these
situations may still be accessed using the supported "DirectNet Reference
Address" style of gateway tag addressing.

Gateway tag address notation for DirectNET/CCM/TI HostLINK may be
denoted in either of two supported formats. There is the most commonly used
V memory addressing format with octal address values (VO - V177777). This
address notation supports access to most of the data types of DirectLOGIC
products. Cross reference information is available in the previously mentioned
documents.

For other situations and PLCs, there is the "DirectNet Reference Address"
style, consisting of, in order, one or two HEX ASCII values for the DirectNET
"Data Type"/GE "CCM Memory Type", a colon and finally the hexadecimal
DirectNET Reference Address. Consult the DA-DNET-M manual appendix
"Data Types and Memory Map" for the pertinent DirectLOGIC device for more
details on what values to use for the "Data Type" and "DirectNET Reference
Address".

119 www.weidmuller.com



Chapter 4: Technical Reference 4-27

Diagnostic Status Words are available for diagnosing errors that occur during
data transfers. These are not accessible via V memory. They must be accessed
by using the "DirectNet Reference Address" style of tag address. Consult
available documentation for the given PLC as some may only support reads/
writes of the entire collection of diagnostic words at a time or may ignore the
beginning address/offset.

The DirectNET Reference Address for these Diagnostic Status Words is
39:0000, where 39 is the hexadecimal value for the ASCII code that represents
the number 9 (HEX ASCII) and the offset zero in hexadecimal being the start of
that data type's memory range.

Section 4.17 Troubleshooting Gateway Power Supplies

The Gateway uses a power supply for powering the Gateway.
Use the following information to help you troubleshoot Gateway power-up
problems:
e |If you use a power supply that fails to supply steady power, on startup,
the Gateway may behave erratically. You may see intermittent Gateway
reboots, flickering LEDs, or the LEDs may not illuminate at all.

e |f you have improperly wired the connector, the Gateway either will not
power up, or if you significantly exceed the input limit, you will observe a
puff of smoke.

Section 4.18 Troubleshooting Gateway Startup

If you encounter difficulties when starting up your Gateway, check the following:

e Check the wiring and test the output from the power supply. The output
should be 24 volts.

o If the Gateway does not show a P1 address in the LED display on the
front of the Gateway, connect the P1 cable to the network and reboot
again. If the problem persists, contact technical support.

¢ When a power failure occurs, the Gateway reboots once power is
available again. All processes restart, and the software checks the
database integrity. If the database is missing or corrupt, a new default
database is created. This allows the user to log-in and restore a back-up.

For more information on this topic, see Resetting the Gateway to Default
Configuration.

Section 4.19 Troubleshooting Serial Ports
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When setting up serial ports, if you are configuring the port as RS-232, the
software actively prevents you from adding more than one device to a particular
port. RS-485 configuration allows multiple devices to share a port. The messages
you see are dependent on the error condition.

Related technical descriptions can be found at:
e Technical Reference Definitions
o Gateway Messages
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Section 4.20 Troubleshooting Gateway User Interface Communication Ports

The Gateway User Interface (running on a personal computer) uses TCP port 443 to
communicate to the Gateway. If traffic is blocked on this port, the Gateway User
Interface will not open up on your personal computer.
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